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Module: 2
What is information Security?

Protecting information and information systems from
unauthorized access, use, disclosure, disruption, modification, or
destruction.

IT Security is information security applied to technology.

Information security also covers physical security, human
resource security, legal & compliance, organizational, and process
related aspects.

IT Security functions:

« Network security

« Systems security

- Application & database security
- Mobile security

InfoSec functions:

« Governance

« Policies & procedures
- Risk management

« Performance reviews

What is Cyber Security?

Precautions taken to guard against unauthorized access to data
(in electronic form) or information systems connected to the
internet

Prevention of crime related to the internet
Three Pillars of Information Security:
- Confidentiality: keeping information secret
- Integrity: keeping information in its original form

- Availability: keeping information and information systems
available for use
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Module:3
Why is information security needed?

Bangladesh Bank SWIFT Hack - Feb 2016: Hackers used SWIFT
credentials of Bangladesh Central Bank employees to send more
than three dozen fraudulent money transfer requests.

- Requests sent to the Federal Reserve Bank of New York
asking the bank to transfer millions of the Bangladesh Bank’s
funds to bank accounts in the Philippines, Sri Lanka and
other parts of Asia.

« USD 81 million stolen

- Total impact could have been USD 1 billion

Recent Cyber Attack - May 2017

NHS

NHY cyberattack s biggest
ransomware outbreak in hlsiurv

The NHS hack using Wanna Decryptor ransomware has shut down IT systems witr
75,000 attacks in 99 countries
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Ransomware attack hits 99 countries
with UK hospitals among targets - live

updates

REF: TELEGRAPH

Doops, your files have been encrypted!
What Happened to My Computer?

Y our important files are sperypted
Muary of your documenty, photos, videos, databases and other files are no lnnger

accesiible because they have been eocrypled. Maybe you are bisy looking for a way to
reeover vour flet Bat do mol watte youf tme. Nobody cn recover vour less withowt
our decryption oo

Pwymant il ba raised on £ -
sy (an | Recover My Files?
Sure. We

We guarantes that you can recover sl your flle safely and sasilty. But you have
ot Lo enough tme

SNST V20T

decrypl somas of your Ales for free. Try sow by clicking < Deorypt
rypt all your fles, you need Lo pary
It the payment. After that the price aill be doubsled
1. you won't be able 1o recover your files forever

v b aiw o poar Phat they o

ousldn't pay in & monihs
Your fies will be lost on

R e il How Do | Pay?
pb ' L I
AT VIR i 14 iwd pled |6 Biti oig anly. For mere nformation, chck «About bifcsm
arreitl price of Bitcoln and bay soms bitcoins, Fer mere informast

Tieme Lot Fl B i 1l

i i i e | amount o the addreas fpecified in thiz window
ek « Check Paymient . Peat time to checl @-00am - 110

Screenshot of the suspected ransomware message on a GP's computer in the Greater
Preston area creoim:F

REF: GUARDIAN
The Importance of Information

IT is pervasive in our society & critical to the Ops & Mngmt of
all organizations

- IT is an enabler for business and govt

Personal information is vital for individuals to function in
society
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« Information holds value

IMPORTANCE OF INFORMATION SECURITY

Top 3 most commonly reported types of economic crime in 2016

Asset Cybercrime Bribery &
misappropriation corruption

© Virtual University of Pakistan z thegradup.com 5
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% l R_- JPDL | Home | Cookies | FAQ | Sitemap | Contact

ABOuT EuROPOL

MEDIA CORNER

 |vials]-|=
Europol Media Corner

Prass releases EU SERIOUS AND ORGANISED CRIME THREAT

ASSESSMENT (SOCTA 2013)
News

19 March 2013
Events

As reported by the 2013 Europol Serious & Organized Threat Assessment, the "Total
Global Impact of CyberCnme [has nsen to] US $3 Tnllion, making it more profitable than
the global trade in marijuana, cocaine and heroin combined.”

« As per PWC Global Economic Crime Report 2016, Cyber
Crime was amongst the top 3 most commonly reported
types of economic crime

« As per Europol 2013 report, Cyber Crime is now more
profitable than the drug trade
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Module:4
Who is information security for?

Personal:

« Social media passwords and safe usage

« Online banking and email account passwords
-« Home PC/laptop security

- Mobile security

Organizational:

- Board and executive leadership (management commitment)

« CISO (responsible to drive security program)

« IT staff and business users (following information security
policies & procedures)

Govt and national:

« Law enforcement

- Legal and policy making

. National database

o Critical infrastructure

- Regulation

« Standards and certification

« Capacity-building and coordination

& thegradup.com 7
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« Legal

« Technical

« Organizational

« Capacity building
« Cooperation
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Source: ABI Research, ITU, Glohal Security Index

- Pakistan ranked almost at the bottom of the table in
International ranking by ITU

- Information security is everyone’s responsibility

- Pakistan Cyber Security Association (PCSA) formed to
address Pakistan’s international ranking

© Virtual University of Pakistan z thegradup.com
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Module:5
How is information security implemented?

Three pillars of information security:

. People
» Process
« Technology

Process

Leadership commitment:

“Tone at the top”
- Information security policy and objectives
« Assigning responsibility and authority
- Resource allocation
« Performance reviews
« Ensuring accountability

Information Security Manager or CISO:

© Virtual University of Pakistan z thegradup.com
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- Heads department responsible for implementing information
security program

« Directs planning, implementation, measurement, review,
and continual improvement of program

IT user:

« Understand policies

« Conduct security/risk assessment

« Design effective security architecture

« Develop SOPs and checklists

« Implement controls

- Report incidents

« Conduct effective change management

Business user:

« Security awareness and training

- Follow information security policy

« Develop and implement secure business processes
- Role-based access control and periodic reviews

- Reporting incidents

Information security program

« Assessing security risks and gaps

« Implementing security controls

« Monitoring, measurement, & analysis

« Management reviews and internal audit
« Accreditation/testing

© Virtual University of Pakistan z thegradup.com
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Module:6
Who are the players of information security?

« Government

« Industry & sectors

- International organizations

« Professional associations

« Academia and research organizations
- Vendors and suppliers

Government:

« Policy making

« Law enforcement

« Legal system

« National cyber security strategy and standards
« International coordination

« Computer Incident Response Team (CIRT)

Industry & sectors:

- Financial institutions

. Telecoms

« Armed forces

- Federal and provincial IT boards

« Enterprises

« Various other sectors (manufacturing, automotive, health,
insurance, etc)

International organizations:

« APCERT (www.apcert.org)

- European Union Agency for Network & Information Security -
ENISA (www.enisa.org)

« ITU IMPACT (http://www.impact-alliance.org)

https://www.itic.org/dotAsset/c/c/cc91d83a-e8a9-40ac-8d75-
0f544ba4la7l.pdf
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Professional associations:

« ISACA (isaca.orq)

« ISC2 (www.isc2.org)

« OWASP (www.owasp.org)

Cloud Security Alliance

Pakistan Cyber Security Association (PCSA)

http://cybersecurityventures.com/cybersecurity-associations/
Academia & research organizations:

« Universities and research programs
« SANS (www.sans.org)
« Center for Internet Security (www.cisecurity.org)

http://cybersecurityventures.com/cybersecurity-associations/

© Virtual University of Pakistan & thegradup.com 13
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Module:7
What are the four layers of information security
transformation framework?

1. Security hardening

2. Vulnerability management
3. Security engineering

4. Security governance

4. Security
Governance

3. Security
Engineering

2.
Vulnerability
Management

1. Security " |
Hardening X |

1: Security hardening:

« Compile IT assets
« Establish minimum security baseline (MSB)
- Research security controls and benchmarks

© Virtual University of Pakistan & thegradup.com 14
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« Pilot (test)
« Implement controls
« Monitor and update controls

2: Vulnerability management:

« Purchase internal tool (NESSUS, Qualys, etc)
« Conduct vulnerability assessment

« Prioritize and remediate

« Report

- Repeat cycle on quarterly/monthly basis

3: Security engineering:

« Assess risk profile

- Research security solutions

- Design security architecture

« Implement security controls & solutions
« Test and validate security posture

4: Security governance:

- Policies and procedures

« Risk management

« Core governance activities (change management, incident
management, internal audit)

- Training & awareness

« Performance reviews

z thegradup.com
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Modules:8
What is information security hardening?

. IT assets (network, systems, application, databases, mobile,
physical security) come with default settings which are not
suitable for security

- Security hardening is the process of configuring IT assets
to maximize security of the IT asset and minimize security

risks
Security in the “trenches:”

« Security at the most fundamental operational layer
« Security where it matters most
« Usually (but not always) involves junior staff who need extra

guidance, training, and scrutiny

1. Identify critical - i i 7. Change
assets (& asset control management
owner) implementation process for PROD

2. Research on 5. Implement
applicable controls on test
security controls setup

8. Implement on
PROD & monitor

3. Checklist of
applicable
controls

4. Document
controls into SOP

Why is security hardening at the first step in the security
transformation model?

« Most basic security settings
- If not adequately addressed here, rest of the security

measures hardly matter

© Virtual University of Pakistan & thegradup.com 16
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Short example of Cisco router security hardening:

« Remote access through SSH and not through telnet
« Turn of all unused services
« Session timeout and password retry lockout

http://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-
21.html

Module:9
What is information security governance?

- Information security governance in simpler terms just means
effective management of the security program

- Responsibility for governance is associated with the Board
and senior management

IT Governance Institute Definition:

"Security governance is the set of responsibilities and practices
exercised by the board and executive management, with the goal
of providing strategic direction, ensuring that objectives are
achieved, ascertaining that risks are managed appropriately and
verifying that the enterprise's resources are used responsibly."”

1SO27001:2013 - ISMS (Information Security Management
System) is the world’s leading and most widely adopted security
governance standard.

& thegradup.com 17


https://thegradup.com

CS205

Certifie®

1ISO27001 "provides a model for establishing, implementing,
operating, monitoring, reviewing, maintaining and improving an
information security management system.”

« Ten short clauses and a long Annex with 114 controls in 14

groups
« 27000+ certifications globally in 2015
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Module:10
What is the difference between an information security
policy, SOP, and guideline?

Policy:

Formal and high-level requirement for securing the organization
and its IT assets (mandatory)

[provides additional, recommended guidance] A

GUIDELINE -

abines 1o ‘

[establishes proper steps to take]

STANDARD What s

[assigns quantifiable measures] REqUII‘Ed?
Why Do |

POLICY :

[identifies issue & scope] Need To Do This?

https://www.linkedin.com/pulse/20140611162901-223517409-
difference-between-guideline-procedure-standard-and-policy

Policy:

« Scope is across organization so should be brief and focusing
on desired results
- Signed off by senior management

Procedure / SOP:

« More detailed description of the process; who does what,
when, and how

« Scope is predominantly at a department level having
specified audience

« May be signed off by departmental head

https://www.slu.edu/its/policies

© Virtual University of Pakistan & thegradup.com 19
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Guideline:

« General recommendation or statement of best practice
« Not mandatory
« Further elaborates the related SOP

https://www.slu.edu/its/policies
Standard:

« Specific and mandatory action or rule

« Must include one or more specifications for an IT asset or
behavior

- Yardstick to help achieve the policy goals

https://www.slu.edu/its/policies
In practice:

« Policy recommended to be a single document applicable at
the organizational level (wide audience)

« Sub-policies may be defined at a departmental level

- Policies and standards are mandatory (exception approval)

Examples:

- Information security policy

« System administrator password sub-policy
« User ID & Access Management SOP

« Vulnerability Management standard

- Social engineering prevention guideline

© Virtual University of Pakistan & thegradup.com 20
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Module: 11
What is an information security program?

Project definition:

A project has a defined start and end point and specific objectives
that, when attained, signify completion.

pmtips.net/blog-new/difference-projects-programmes
Program definition:

A program is defined as a group of related projects managed in a
coordinated way to obtain benefits not available from managing
the projects individually.

pmtips.net/blog-new/difference-projects-programmes
Security program:

Sum-total of all activities planned and executed by the
organization to meet its security objectives.

pmtips.net/blog-new/difference-projects-programmes

z thegradup.com
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Architect Infrastructure

Strategize
Processes

Assess
Controls

Respond Protect

Monitor

https://www.gartner.com/doc/2708617/information-security-
program-management-key

© Virtual University of Pakistan & thegradup.com 22
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8. Communications

1. Policy security

2. Management
commitment &
performance review

7. Operations
security

2013 (ISMS) REQUIREMENTS

6. Physical &
environmental

3. Risk management

AND CONTROLS

4. Asset

5. Access control
management

1SO27001

4 Layer Security Transformation Model

© Virtual University of Pakistan z thegradup.com
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9. Incident
management

10. Business
continuity

11. Compliance

12. Third-party
reviews
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4. Security
Governance

3. Security
Engineering

2. Vulnerability
Management

1. Security
Hardening

« 4-layer security transformation model may be implemented
as an ideal security program

- After establishing a basic policy, the sequence of the
program (steps 1 through 4) is paramount in order to
achieve constructive results

© Virtual University of Pakistan & thegradup.com 24
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Module: 12
What is the role of people, process, and technology in
information security?

- People, process, and technology are together referred to as
the Information Security Triad

« All three aspects help to form a holistic view of Information
Security

« All three are important and cannot be overlooked in an
Information Security program or activity

People:

People must be trained to effectively & correctly follow policies,
information security processes, and implement technology.

Social engineering and phishing are aspects that people must
be trained to handle appropriately.

Processes are fundamental to effective information security

« User access management
- Backups

« Incident management

« Change management

« Vulnerability management
« Risk management

Technology plays a central role in the Information Security
program:

- Firewalls

« Antivirus

« Email anti-spam filtering solution

- Web filtering solution

- Data loss prevention (DLP) solution

& thegradup.com 25
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-
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Module: 13
What is the role of information security manager?

« The Information Security Manager (Head of Information
Security or CISO) is delegated and authorized by senior
management to run the Information Security program and
meet its objectives.

« The Information Security Manager develops a policy to
regulate the Information Security program which is signed
off by senior management.

- Assigned resources and authority to plan, assess,
implement, monitor, test, and accredit the Information
Security activities.

Awareness

—

AuditTest

http://www.shortinfosec.net/2009/11/role-of-information-security-
manager.html

InfoSec Manager Tasks:

« Develop policy

« Training & awareness

- Design security architecture

« Design security controls

« Ensure controls are implemented

© Virtual University of Pakistan z thegradup.com 27
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« Conduct risk assessment

« Conduct security testing

« Monitor vulnerability management program

- Facilitate incident management process

- Sign-off critical change management activities

Module: 14
What is information security awareness?

Ensure employees are aware of:
- The importance of protecting sensitive information
« What they should do to handle information securely
« Risks of mishandling information

REF: PCI Best Practices for Implementing Security Awareness

https://www.pcisecuritystandards.org/documents/

© Virtual University of Pakistan & thegradup.com 28
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Training

Awareness

NIST Special Publication 800-50 (Building an |IT Security
Awareness & Training Program)

« Awareness

« Training

« Education
Awareness:

« Awareness is not training
« Purpose of awareness is simply to focus attention on security
« Change behavior or reinforce good security practices

REF: NIST SP800-50, PAGE 8

© Virtual University of Pakistan & thegradup.com 29
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Training:

« “Strives to produce relevant and needed security skills and
competencies”
« Seeks to teach skills

« E.qg. IT Security course for system administrators covering all
security aspects

REF: NIST SP800-50, PAGE 9

Education:

- Integrates all of the skills and competencies into a common
body of knowledge
- E.g. a degree program

NIST-SP-800-50

© Virtual University of Pakistan z thegradup.com
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IMPLEMENTATION STEPS

Don’ts:

« Share your password
« Click on suspicious email links
« Install unlicensed software on your PC

Do’s:

« Logout when getting up from your system
« Report security incidents

© Virtual University of Pakistan & thegradup.com 31
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Module: 15
What are the leading information security standards and

frameworks?

- A standard or framework is a blueprint or roadmap for
achieving Information Security objectives.
« Examples are 1SO27001:2013 (ISMS), PCI DSS, & COBIT.

1SO027001:2013 (ISMS)

« Specifies the requirements for establishing, implementing,
maintaining and continually improving an information
security management system

« Ten short clauses

- Long annex

SZISRN
18- 127001
v g

001:2013 MANDATORY CLAUSES

1SO27

© Virtual University of Pakistan & thegradup.com 32
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Reference Description

Clause 4 Context of the organization

> Clause 5 Leadership

o Clause 6 Planning

E Clause 7 Support

g Clause 8 Operation
Clause 9 Performance evaluation
Clause 10 Improvement

https://chapters.theiia.org/bermuda/Events/ChapterDocuments/
Information%20Security%20Management%20System
%20%28ISMS%29%200verview.pdf

1SO27
001:2013 DISCRETIONARY CONTROLS

© Virtual University of Pakistan & thegradup.com 33
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Reference Description Control Total
A5 Information security policies 2
A6 Organization of information security 7
A7 Human resource security 6
A8 Asset management 10
A9 Access control 13
E Al0 Cryptography 2
o All Physical and environmental security 15
g Al12 Operations security 14
g Al3 Communications security 7
Al4 System acquisition, development and maintenance 13
Al5 Supplier relationships 5
Al6 Information security incident management 7
Al7 Information security aspects of business continuity management 4
Al8 Compliance 8
https://chapters.theiia.org/bermuda/Events/ChapterDocuments/
Information%20Security%20Management%20System
%20%28ISMS%29%200verview.pdf
PCl Data_Security Standard (DSS):
Security ©
Standards Council
. Designed to ensure that ALL companies that accept, process,
store or transmit credit card information maintain a secure
environment
- Managed by Security Standards Council
https://www.pcicomplianceguide.org/pci-faqs-2/
© Virtual University of Pakistan z thegradup.com 34
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PCI DSS:

Security ©
Standards Council

« SSC is an independent body that was created by the major
payment card brands (Visa, MasterCard, American Express,
Discover and JCB

« 6 Broad goals and 12 requirements

REF: PCI Best Practices For Implementing Security Awareness

https://www.pcisecuritystandards.org/documents/

PAYMENT CARD INDUSTRY SECURITY STANDARDS

Protection of Cardholder Payment Data

MERCHANTS &
SOFTWARE SERVICE
MANUFACTURERS DEVELOPERS PROVIDERS PCl SECURITY
PCIPTS PClI PA-DSS PCIDSS STANDARDS
PIN Transaction Payment Application Data Security & COMPLIANCE

Security Vendors Standard

\ Ecosystem of payment devices, applications, infrastructure and users /

© Virtual University of Pakistan z thegradup.com 35
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https://www.pcisecuritystandards.org/documents/PCl%20SSC
%20Quick%20Reference%20Guide.pdf

PCl D55 Requirements

Install and maintain a firewall configuration to protect
cardholder data

Do not use vendor-supplied defaults for systemn passwords and
other security parameters

Protect stored cardhelder data
Encrypt transmission of cardholder data across open,
public networks

Protect all systems against malware and regularly update anti-
virus software or programs
Develop and maintain secure systems and applications

Restrict access to cardholder data by business need to know
Identify and authenticate access to system components
Restrict physical access to cardholder data

Track and monitor all access to network resources and
cardholder data
Regularly test security systems and processes

Maintain a policy that addresses information security for all
personnel

https://www.pcisecuritystandards.org/documents/PCl%20SSC
%20Quick%20Reference%20Guide.pdf

CS205
Goals
Build and Maintain a 1.
Secure Metwork and
Systemns 2.
Protect Cardholder Data 3.
4,
Maintain a Vulnerability 5.
Management Program
.
Implement Strong Access 7.
Control Measures 8.
9.
Regularly Monitor and 10.
Test Networks
11
Maintain an Information 12
Security Policy
COBIT:

« ISACA framework for IT Governance

« COBIT 5 helps enterprises to create optimal value from IT by
maintaining a balance between realizing benefits and
optimizing risk levels and resource use (ISACA)

- COBIT 5 brings together five principles that allow the
enterprise to build an effective governance and
management framework (ISACA)

- Based on a holistic set of seven enablers that optimizes IT
investment and use for the benefit of stakeholders (ISACA)

© Virtual University of Pakistan
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1. Meeting
Stakeholder
Needs

5. Separating 2. Coverin
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Governance Enterprise
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4. Enabling a 3. Applying a

Single
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COBIT 5 ENTERPRISE ENABLERS

Organisational Culture, Ethics
Structures and Behaviour

Principles, Policies and Frameworks

Processes

Serwces Penple Skllls

Information Infrastructure
Applications CDmpetenmes

RESOURCES

Module: 16
What is information security risks?

Risk is a fundamental concept that drives all security standards,
frameworks, and activities

In simple terms, Information Security Risk refers to the potential
damage or loss that may be caused to an organization in the
absence of appropriate controls

A process aimed at achieving an optimal balance between
realizing opportunities for gain and minimizing vulnerabilities and
loss

Usually accomplished by ensuring that impact of threats
exploiting vulnerabilities is within acceptable limits at an
acceptable cost

ety Y S LTI YL R

REF: ISACA CISM MANUAL

Risk is managed so that:

© Virtual University of Pakistan & thegradup.com 38
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- It does not materially impact the business process in an
adverse way

« Acceptable level of assurance and predictability to the
desired outcomes of any organizational activity

Exhibit 2.2—Hisk Management Process

, | 7
l_ Eslabiish Scope and Boundaries }—F—
--------------------------------------------- e ——
o | Tdwerrtifirzation |
2 =
£ + £
h 8
g | Bnslysis I i E
-
.E -
z + | :
| Evaluztion EE
A E
H : ' v 5
E e e — ™ PN R é
i Avold Redue ] [ Tramsfer I [ Fetzin o —
= ]
3 1 [ | | ;
‘ Accapt Residucl Risk ‘ T
i | |
£ 2008 Secure nformation Technologies. ANl richts reserved. Used by Dammission.

VU

REF: ISACA CISM MANUAL

Risk Assessment:

« Foundation for effective risk management

« Solid understanding of the risk universe

- Nature and extent of risk to IT resources and potential
impact on organizations activities

REF: ISACA CISM MANUAL

© Virtual University of Pakistan z thegradup.com
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Exhibit 2.3—Conlinuous Risk Nanagement Steps

T > | identiyandssess| >

— = — A
[ ’,, b Risk h ¥
= 7
< g b4
Regular Review is Regured: bl
* Risk changes over time 3
Proactive Monitoring » Countermeasures mght not be Develop Risk
followar/appropriate Management Plan
» Countermeasures might have
opened new rigk

=23

< 3
S Im 1 Hisk .
b = !.l!anpa];mnt El’lan | 4’:\ - -f"’/

REF: ISACA CISM MANUAL

Challenges with risk focused approach:

- In an environment where controls are absent, a risk-based
approach may become too academic

« Effort should focus on 4-Step Security Transformation
Framework

Module: 17
What is management commitment?

Management commitment is the expression of the intent, relevant
actions, and allocation of sufficient resources to ensure the
InfoSec program is properly implemented

1ISO2700:2013 (ISMS) Clause 5.1:

a. Policy and objectives are established (compatible with
strategic direction)
b. Integration of ISMS regmts into processes
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Resources

. Communicating importance

. Intended outcomes are achieved
Directing and supporting persons

. Promoting continual improvement

. Supporting other management roles

SQ "m0

“Tone at the top”

« Management closely watches the actions of executive
leadership (culture)

« The importance given to InfoSec by the executive leadership
becomes the minimum threshold for rest of the organization

In practice:

- Security policy

« Security responsibility delegated to head (CISO) or dept

« Security steering committee (board level)

« Quarterly or frequent management reviews of information
security program
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Module: 18
Whose responsibility is implementation of security?

Default organizational perception:

« Security is responsibility of one person or one department
« Can get away with “security as an after-thought”
- Reactive

Security is everyone’s responsibility:

. Management commitment & tone at the top
« Security awareness campaigns/program

« A strong and effective security program

« Allocation of sufficient resources

Security involvement & accountability:

- Effective security implementation should be built into the
performance KPIs of key team members (management,

technical, business)
- Annual appraisals, security awards and recognition

INFOSEC PROJECT
REPORTING STRUCTURE

Information Security

Management Committee (ISMC)

IT / InfoSec Teams

-
w
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Security is everyone’s responsibility and has to gradually take its
place in org culture.

Module: 19

What can happen if information security is not

implemented

« Fox News Video: “World’s Biggest Cyber Attacks”
http://video.foxnews.com/v/5435057924001/?#sp=show-clips
« World’s Biggest Data Breaches:

http://www.informationisbeautiful.net/visualizations/worlds-

biggest-data-breaches-hacks/

Leading Global Reports:

« Verizon 2017 Data Breach Investigations Report (DBIR)
« Symantec 2017 Internet Security Threat Report (ISTR)
9 VWho's behind the breaches? @ VwWhat tactics do they use™
7520 I G2, I
perpetrated by cutsidears. of breachss fzatured hacking.
25"/@ _ - - 51%06 _ ) )
18° EE— - _ 81% I
e - | - E;C:;lt:/r; an(-:l.for W'e%k passwords.
2% & . RSl e o ———
s 7 Isllj;sazprroponion in\.'ol:.-rcd rfrriw Oqc; mMIiSuUsC.
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of breaches affected financial crganizations.

of breaches involved healthcare organizations

Fublic: seclor enlilizs were The Thind mosl
prevalent breach victim at 12%.

Fetail and Accommodation combined to
account far 15% of breaches.

% What else i3 common?
5 6% I

of malware was insialled via malicious email
Allzchmenls.

73% I

of breaches were financially moiivated.

21% I

of breaches were related to espionage.

27°% I

of breaches were discovarad oy third partias.

Breaches

Total breaches

Breaches with
more than 10 million
identities exposed

Total identities
exposed

Average identities
exposed per breach

In the last 8 years more than 7.1 billion identities have been exposed in data breaches
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Email threats, malware, and bots

2015

==

Spam rate %
Phishing rate

Email malware rate

New malware variants

Number of bots

Mobile

New mobile vulnerabilities

—
ml i0S Android

12
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malware families

2015 2016
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New Android mobile
malware variants
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WEb ] Average number of web

attacks blocked per day

Percentage -

of scanned 76" 2015 2016
websites with

vulnerabilities

Percentage 20
of which were W 5

critical

Ransomware

Number of detections

Ransomware families

Average ransom amount
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Internet of Things

2 minutes:
time it takes for

an loT device to
be attacked

Speed of attack
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Module: 20
What are the challenges of information security
implementation?

Challenges Of IT:

Complex and difficult to manage

Under pressure from business groups

Lack of sufficient competent resources

Lack of process culture

IT not aligned to perform diligent security work

Challenges of InfoSec:

« Silos & lack of coherent ownership
- Lot of time & energy wasted in traversing dept boundaries
« Enabling environment for tough security work missing
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Security hardening glaringly absent

Pakistan Industry Security Characteristics:

Wavering management commitment

Superficial “dressing” security

Reactive to regulator audit/compliance mandate
Industry in denial

InfoSec

Transformation Model

4. Security
Governance

3. Security
Engineering

2. Vulnerability
Management

1. Security
Hardening
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Module: 21
What is the role of a regulator?

« Cyber-attack can have devastating consequences causing
financial loss and disruption of critical infrastructure

- Cyber security has become a key risk factor putting under
threat not only consumer rights protection, but also viability
and health of the industry itself

A cybersecurity regulation comprises directives that
safeguard information technology and computer
systems with the purpose of forcing companies and
organizations to protect their systems and information from
cyber-attacks (Wikipedia).

Industry regulators including banking regulators have taken
notice of the risk from cybersecurity and have either begun or are
planning to begin to include cybersecurity as an aspect of
regulatory examinations (Wikipedia)

Role Of Regulator In Cyber Security:

Regulations, guidelines, and audit
Engagement of key stakeholders
Technical and industry expertise
Regional and international cooperation

Regionally, the most well-developed cyber security strategy and
framework developed by Singapore (ITU rank # 1), Malaysia (ITU
rank # 3), and Oman (ITU rank # 4)

Singapore:

« Cyber Security Agency (2015); strategy, education,
outreach, eco-system development

- National Cyber Security Master Plan 2018 (created 2013)

- Cyber Security Strategy (created 2016)

Pakistan; Ministry of IT (MOIT):

z thegradup.com
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« National IT Policy 2016 (draft)
« Digital Pakistan Policy 2017

Pakistan; State Bank Of Pakistan (SBP):

- Enterprise Technology Governance & Risk Management
Framework for Financial Institutions (30 May 2017)

Pakistan lacks:

National cyber security strategy

National cyber security master plan

National cyber security agency

National certification & accreditation body

National Computer Emergency Response Team (CERT)
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Module: 22
What is the status of information security in Pakistan?

« Pakistan Electronic Crimes Act (PECA) enacted as late as
2016

- Cyber security strategy, eco-system still missing

- Research program, capacity building, standardization, &
certification bodies absent

« Condition of InfoSec in industry largely dismal

[ aq
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jjﬂuﬂSEmm=UEmﬂ e 2z 5B 23 EE:EJ’”QB
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Global Cyber Security Index 2017 (ITU):

Pakistan ranked 67th with a score of 0.44/1
Bangladesh ranked 53rd with a score of 0.524/1
India ranked 23rd with a score of 0.683/1

https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-PDF-
E.pdf

Pakistan cyber security posture (industry):

« Superficial security

- Reactive

- Emphasis on governance

« Security hardening of IT assets largely absent
« Industry has been in denial for last decade
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Reasons for poor security posture:

Archaic digitalization and commerce

Perception that Pakistan is immune

Lack of awareness and management commitment
Lack of effective regulations

Changing dynamics (PK):

Pakistan financial industry rocked by Bangladesh SWIFT hack
2016

WannaCry (May 2017) badly hit several dozen organizations
in Pakistan

Increasing e-commerce, electronic banking

Pakistan needs:

Necessary measures by the Government in line with what
Malaysia, Oman have done for cyber security
Development of the security eco-system as an enabler in
order to drive strong security posture
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Module: 23
What is the solution for improvement of information
security in Pakistan.

- Generally, Pakistan Information Security is one generation
behind IT deployment

- Four-layer security transformation model provides the
correct sequence and focus in order to address
organizational security gaps
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4. Security
Governance

3. Security
Engineering

2. Vulnerability
Management

1. Security
Hardening

Security Hardening; Security controls on IT assets & process

. Vulnerability Management; patching

. Security Engineering; More complex security design &
solutions

4. Security Governance; Managing the information security

program

WN -

Solution for strong security posture:
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Management commitment (Board)

4 layer transformation model as security program
Allocation of resources

Periodic reviews for assessing progress

Don’t repeat the same mistakes:

« Too much governance without the underlying security
hardening

« Reactive rather than intrinsic

« Lack of resources (10% of what allocated for IT)

« Management interest
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CHAPTER:2

Module: 24
What does the typical enterprise IT network look like?

Typical Enterprise IT Architecture & Security Overlay

What does a typical enterprise IT network look like?

m—
et T

N iy 5 ) _‘_.\-El_
i Regional Office ISP
"‘xg-_ };‘; 2l ".ll

0 e Web Security GW
TV

\

Router

IPS

il N-DLP

D a2 B = Switch
5 7 | 7

- Edge router

« NGN FW

. DMZ:

« Web security GW/Proxy
« Application security FW
« Web server

« Email antispam GW
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IPS & N-DLP
Distribution switch
Data center switch & FW
Access switch

NAC

SOC.:

SIEM

VM

Other SOC tools
System AV

Server HIPS

UTM

Mobile device - MDM
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Module: 25
What are the major components of the enterprise it
network?

Major Components: Enterprise IT Network
Edge router

« WAN interfaces
- Edge filtering (access lists)
« DDOS protection

NGN FW

. Capable of APT attack prevention, malware filtering, web
security, email security, application bandwidth filtering
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£50 .
a Regional Office 3‘}: . ISP
ey — Web Security GW ;
T
,% = Email Antispam GW
ot
.~ WAN/Extranet
geR. . i 512 Switch
n FAs ) Access
il Switch

- Security zone with placement of published web server, web
& email security GWs, app security GW

IPS:

« Intrusion prevention (signature based)
« May be feature in NGN-FW

Distribution switch

« Connectivity to access switches, external exit point (WAN),
and DC switch

Data center switch & FW

- Data center filtering (malware & access-lists)
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Access switch

« User connectivity
« Switchport security & access switch security

NAC
« Network admission control (IEEE802.1X)
SIEM

- Logging & dashboard for events, root cause analysis, event
correlation

Vulnerability Manager
« Vulnerability scanning and asset tracking
System AV
- Signature based malware prevention
Server HIPS
- |IPS features for servers, also file integrity checking
UTM
« Multi-featured NGN FW device
Mobile device - MDM
« Security features for mobile devices

Module: 26
What is the OSI security architecture?

OSI Security Architecture

« ITU-T X.800, Security Architecture For OSI (‘91)
- Defines a technique for defining security requirements, and
characterizes the approaches to satisfy those requirements
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« Defines security attack, mechanism, and service

http://www.cse.wustl.edu/~jain/cse571-11/ftp/l 0lov.pdf

https://cqgi.csc.liv.ac.uk/~alexei/COMP522 10/COMP522-
SecurityArchitecture 07.pdf

Security attack: action that compromises the security of
information owned by an organization (or person)

« Passive: aims to learn or make use of system information
only
- Active: attempts to alter system resources/operation

https://cqgi.csc.liv.ac.uk/~alexei/COMP522 10/COMP522-
SecurityArchitecture 07.pdf

Security service is a service that ensures adequate security of the
system or data transfer

« Authentication

« Access control

- Data confidentiality
- Data integrity

« Non-repudiation

« Availability

https://cqgi.csc.liv.ac.uk/~alexei/COMP522_10/COMP522-
SecurityArchitecture 07.pdf

Security Services (X.800)

O Authentication - assurance that communicating entity is the
one claimed

= have both peer-entity & data origin authentication

0O Access Contreol - prevention of the unauthorized use of a
resource

o Data Confidentiality —protection of data from unauthorized
disclosure

O Data Integrity - assurance that data received is as sent by an
authorized entity

0O Non-Repudiation - protection against denial by one of the
parties in a communication

O Awailability — resource accessible/usable
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http://www.cse.wustl.edu/~jain/cse571-11/ftp/l 0lov.pdf

Security mechanism:

- Feature designed to detect, prevent, or recover from a

security attack
« Cryptography underlies many of the mechanisms

http://www.cse.wustl.edu/~jain/cse571-11/ftp/| Olov.pdf

Services and Mechanisms Relationship

Mechanism
Authenti-
Enciph- Digital Access Data cation Traffic Routing | Notari-

Service erment | signature | conirel | integrity | exchange | padding control zation
Peer entily authentication Y ¥ Y
Data origin aunthentication Y Y
Access control Y
Confidentiality Y Y
TrafTic flow confidentiality Y ¥ 5
Data integrity i Y Y
Nonrepudiation Y ¥ i
Availability Y X

http://www.cse.wustl.edu/~jain/cse571-11/ftp/l 0lov.pdf

Model for Network Security

Trusted third party
e m., arbiter, distributer

/ ol Secret E:} Eorma‘t by '\‘

Sender Recipicnt
[Hecarity=-related Information Sccurity-related
§ transformaiion b Chammwel & Eransfor e tion %
= ’“' Ty
: i EE -|
'y
Seacret Secret
information informa tion

-w
et

: : Op =
M deorithim for Security transformation

Secret kev generation
Distributed and share secret information

Protocol for sharing secret information

LW N =

http://www.cse.wustl.edu/~jain/cse571-11/ftp/l 0lov.pdf
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ITU-T X.800, Security Architecture for OSl is dated from 1991
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Module: 27
The new frontiers of enterprise it: cloud, mobile, social,

10T
New IT Frontiers: Cloud, Mobile, Social, 10T

« IT dynamics are changing the way we communicate, work,

and live
- These disruptive new IT frontiers have significant security

consequences

Changing
Face Of
IT

66

-
w
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The Growing (yberattack Surface

che® L0

More users “Mors smartohone

3.0 billion in 2015 connections

4.0 bilivn v 2018 3.3 billion in 2015
5.9 billion in 2020

Maore data

8.8 zetiabytesin 2015
44.0 zettabytes in 2020

More IP-conrecled

devices
16.3 billion in 2015
24.4 billizn in 2079

More network traffic

72 4 exabytes per month in 1P traffic in 201 E
168.0 exabytes permonth in P trafficin 2019

https://www.mcafee.com/us/resources/reports/rp-threats-
predictions-2016.pdf
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New Device Types

Tablets Wearable devices

20719 | 20718

. B
2015 2015

loT devices Glokal public cloud
market size
2020 200B | . 2020 { $159B

()
2015 2015

https://www.mcafee.com/us/resources/reports/rp-threats-
predictions-2016.pdf
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Automobile Attack Surfaces

DSRC-Based
Airbag ECU UsSB Receiver (V2X)
Remote Link Bluetooth
Type A
Smartphone kit o I
Keyless Entry

Vehicle Access

System ECU ADAS System

ECU TPMS

Steering and Engine and Lighting System
Braking ECU Transmission ECU (Interior
ECU and Exterior)

https://www.mcafee.com/us/resources/reports/rp-threats-
predictions-2016.pdf

© Virtual University of Pakistan 4

& thegradup.com

69


https://www.mcafee.com/us/resources/reports/rp-threats-predictions-2016.pdf
https://www.mcafee.com/us/resources/reports/rp-threats-predictions-2016.pdf
https://thegradup.com

CS205

Wearables Attack Surfaces

= Operating system kernel
» Networking software/WiFi

g s User interface
= Memory
= Local files and storage system
» Access control/security software

= Cloud virtual machine
and control apps

» Web app

= Memory

» | ocal files and storage system

» Access control/security software

https://www.mcafee.com/us/resources/reports/rp-threats-
predictions-2016.pdf

For cloud, mobile, and IOT security guidance, checklists, and
other details visit:

. www.cloudsecurityalliance.org
« WWW.OWasp.orqg

Useful URLSs:

« https://www.owasp.org/index.php/
OWASP_Mobile_Security Project

« https://www.owasp.org/index.php/
OWASP_Internet of Things Project

- https://downloads.cloudsecurityalliance.org/assets/
research/security-guidance/csaguide.v3.0.pdf
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« https://downloads.cloudsecurityalliance.org/initiatives/
mobile/Mobile_Guidance v1.pdf

« https://downloads.cloudsecurityalliance.org/assets/
research/mobile/MAST White_ Paper.pdf

« https://downloads.cloudsecurityalliance.org/whitepapers/
Security Guidance for_Early Adopters _of the Internet of Thi
ngs.pdf

- https://downloads.cloudsecurityalliance.org/assets/research/
internet-of-things/connected-vehicle-security.pdf
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Module: 28
Virtualization and enterprise security

Virtualization Environment Security

Cloud Security Alliance: “Best Practices for Mitigating Risks In
Virtual Environments” (PDF)

Virtualization security classified into three areas:

« Architectural
« Hypervisor software
. Configuration

CSA
Best Practices for
Mitigating Risks in
Virtualized Environments
1 i VM Sprawl

2: Sensitive data within VM
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3. Security of offline and dormant VMs
4. Security of Pre-configured (Golden Image) VMs
5. Lack of visibility into virtual networks

Risk # 1 (VM Sprawl)

Impact: VMs can be created quickly, self-provisioned, or
moved between physical servers, avoiding conventional
change management process

Proliferation of VMs causing performance and security risks
Controls: Policies, procedures and governance of VM lifecycle
management

Control creation, storage and use of VM images with a formal
change management process

Discover VMs & apply security controls

Controls: keep a small number of identified, good and
patched images of a guest operating system separately for
fast recovery & restoration of systems

Risk # 2 (Sensitive Data Within a VM)

Impact: VM images and snapshots can be copied easily via
USB or console of hypervisor installed elsewhere

Controls: Encrypt data stored on virtual and cloud servers
Policies to restrict storage of VM images and snapshots
Image change management process with approvals
Logging & monitoring
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Module: 29
Case study of enterprise - small organization

Case Study - Enterprise Network (Small Org)

Organizational characteristics:

Location: Karachi

70 total staff

10 IT staff

8 servers

1 main DC, no DR site

IT service-oriented business delivered to banks, Telco’s,
enterprises

Organizational culture:

Small IT oriented profitable business

Mostly chaotic culture with no defined or documented
processes

Organization lacks discipline (execution)

Quality of resources: average

IT setup:

Windows 2010/2012, Linux server OS
ASP.net 4.x, PHP applications (total 10)
Windows 8/10 desktops (50+)

1 Cisco ASA FW in DC

No DR site or offsite backup

Free AV, no AD, no licenses

Security posture:

Completely absent

No hardening done

No vulnerability management

No security management or governance
No policy or staff dedicated for

No management commitment (prior)
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Security requirement:

« Customers are banks and telcos
« Desired 1SO27001:2013 (ISMS) certification for customer
RFPs

Driving change?

- Executive management facing security questions from top
clients

« COO approaches security consulting company for pen-
testing

« Consultant advises project for security transformation

Security transformation project:

« Project initiation: 2 Mths

- Layer 1: security hardening of IT assets (6 Mths)
- Layer 2: VM (1 Mth)

« Layer 3: security engineering (1 Mth)

- Layer 4: Governance & ISO cert.(3 Mths)

Conclusion:

« Absence of a process oriented, organized culture makes it
difficult for security implementation

« Adhoc culture is difficult to transform

- Executive management support and commitment was the
success factor
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Module: 30
Case study of enterprise - medium sized organization

Case Study - Enterprise (Medium Org)
Organizational characteristics:

Location: Lahore

350 total staff (group)

15+ IT staff

25 servers

1 main DC, 1 DR site, 1 backup site
IT service business in media industry

Organizational culture:

« Medium sized, profitable IT business

« Good internal culture (several employees with org since 10
yrs)

« Organization lacks processes

- Teams have execution discipline

« Senior resources are experienced

IT setup:

Windows 2010/2012, Linux server OS

Oracle & MS-SQL databases

ASP.net 4.x applications (total 15)

Windows 8/10 desktops (300+)

1 Cisco ASA FW in DC; MicroTik routers as edge routers
Asterisk voice server for call center (10 seats, 6-8 lines)
1 DR site (offshore) and 1 backup site (PK)

Panda AV, AD, unlicensed windows

Mdaemon for email server, migrating to MS Exchange

Security posture:

« Completely absent
« No hardening done
« No vulnerability management

z thegradup.com

VU

76


https://thegradup.com

CS205

VU

« No security management or governance
« No policy or staff dedicated for security
« No management commitment (prior)

Security requirement:

« Security incident; competitive data leakage to third-party by
internal employee

- License renewal due by regulator; demonstration of security
commitment imperative

Driving change ?

- Executive management concerned about information
security & security culture

« CEO approaches security consulting company

- Consultant advises project for security transformation

Security transformation project:

« Project initiation: 15 days

« Layer 1: security hardening of IT assets (3 Mths)
- Layer 2: VM (1 Mth)

- Layer 3: security engineering (4 Mths)

- Layer 4: Governance & ISO cert.(3 Mths)

Conclusion:

« Senior resources in the organization were committed

« Demonstration of security commitment was essential for
organizations survival

« 1S027001:2013 (ISMS) serves as credible credential for
customers/regulator
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Module: 31
Case study of enterprise - large sized organization

Case Study - Enterprise (Large Org)

Organizational characteristics:

Location: Karachi

10,000+ total staff

150 IT staff

200 servers

1 main DC, 1 DR site
Energy & distribution sector

Organizational culture:

Large sized privatized org

Strong internal culture

Organization lacks process culture

Teams have high execution discipline
Good quality & qualification of IT resources

IT setup:

Windows 2010/2012, Linux, AIX OS

Oracle & MS-SQL databases

Over 100 internal applications (Sharepoint, GIS, ASP.net)
Windows 7/8/10 desktops (5500+)

Asterisk voice server for voice communication

1 DR site (hosted)

Licensed AV, AD, & windows

Complete SAP ERP suite & internal development

Security posture:

Superficial

No hardening done

Weak vulnerability management

Poor security management/ governance
Security team exists

& thegradup.com 78


https://thegradup.com

CS205

VU

No management commitment (prior)

Security requirement:

Security incident; servers hacked causing financial loss

Driving change?

Executive management concerned about information
security & security culture

Board drives IT to hire consultant

Consultant convinces IT to go for security transformation

Security transformation project:

Project initiation: 15 days

Layer 1: security hardening of IT assets (6 Mths)
Layer 2: VM (1 Mth)

Layer 3: security engineering (1 Mths)

Layer 4: Governance & ISO cert.(5 Mths)

Conclusion:

Strong commitment of the Board & IT Director drove the
implementation of the security transformation project
1ISO27001:2013 (ISMS) achieved as a security credential
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Module: 32
What is the typical structure of an it team?

Structure of An IT Team

. Typical organogram of an IT team
- Job functions

- Additional tasks

- Large sized org

« Medium sized org

Small sized org

GENERAL STRUCTURE

f T i 1 T T 1
GM Net
F GMIT GM Software . GMpmu/ [l Procurement/ :
& ot Dl ; GM IT Services BeidiriseTorh . IT Security
i perations evelopmen usiness Tec FRRmcE

JOB FUNCTIONS

I
o Neéthorks i sty GM IT Services G PMU; i Pmcurempml IT Securi
Operations Development Business Tech o by
Nirg

i Prox
I_ Data Center L o I_ : .e- _ x:,r,. I_
Servers Uptime[iill “* " Ema;l,mt—:_e.
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ADDITIONAL TASKS

CiO

Executive Asst. “
I

I T T T T 1
GMiR o GM T GMSoftware [l GMP IT Procurement/ ;
& ply GM IT Services . IT Security
: Operations Development Business Tech Eenes
Networks, . . Software Web Proxy, Project Vendor Security
Capacity : ; Acquisition & Email,, Service Management/ Interaction, ;
Planning = Dev. Desk Business Interface Procurement function

I_ I_ Thin Clients, Call I_ e I_ L
Software CRs Center Vendor s IT accounting & Compliance
Committee
Mngmt

LARGE ORG

(150 IT Staff)

Executive Asst.

f
GM Networks

3 S0 IT Procurement/
GMIT GM Software GM IT Services GM PMU/

. . IT Securi
Operations Development Business Tech Finance ty

Project
Management/
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MEDIUM ORG
(15-20 IT Staff) kSl OTI
|
Head Of
Head Of Applications Head Of IT Support
IT Infrastructure
‘ Software Acquisition I Alllinternal &
Customer Support
& Dev., Databases .

Functions, Helpdesk

SMALL ORG
(7-8 IT Staff) coo
|

Head Of

All IT Infrastructure,
Servers,

Data Center

IT Infrastructure & Head Of Applications

Support

All IT Infrastructure,
Servers, Data Center,
IT Helpdesk & Support

Software Acquisition
& Dev., Databases

« IT teams come in various structures, however there are set
industry best-practices and organizations should follow tried
& tested best-practices

- IT is today an enabler forming the engine for business
automation, but also carries with it security hazards
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Module: 33
What are the objectives and KPIs of a CIO and it team?

Objectives, Performance KPIs, Priorities Of IT

- IT is a challenging domain which requires skill, experience,
structure, and spending to run efficiently

« Business is making steep demands on IT for agile delivery of
applications in order to keep up with competition

« Running IT requires a diverse skillset

Primary objective set for IT by management is to:

« Setup the infrastructure with least cost in the minimum time
« To maintain the network with minimum disruption and
maximum performance requiring the least resources

Performance KPlIs:

« Minimal network disruption

. Timely completion of new projects

« Quick and efficient changes to existing applications (change-
requests) to meet business requirements

Priorities of IT:

« To meet the performance KPIs
- To meet adhoc and unplanned business requirements

Note that security figures nowhere in the objectives,
performance KPIs, or priorities of IT teams

General IT team’s performance in Banking:

. Extremely large number of applications (hundreds) & legacy
« Heavy-weight business teams and IT seen as a cost-center
- Technologists generally poor at banking (business)

General IT team’s performance in Telcos:
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« More professional and qualified workforce

« Most telco have been setup in the last 10 years so have
clean greenfield networks (no legacy)

« Fewer applications; IT supports business

General IT team’s performance in Enterprise:

« Competence and professionalism of IT teams matches
culture of organization

- IT efficiency driven by top management commitment and
interest

Security posture:

« Surprisingly in 95% of all orgs in Pakistan (all types and
sizes), security posture has been found to be deficient

- Lack of awareness in the country has contributed to this
deficient and poor security posture
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Module: 34
How do the it team interact with other stakeholders in the
organization?

IT Team Interaction with Other Stakeholders

- IT budget/projects approved by IT Steering Committee
(annual)

- Business requirements & new projects

« Audit & compliance requirements

« Expansion (branches) & maintenance

« IT support for computing (helpdesk)

« Business continuity & DR

IT budget/projects approved by IT Steering Committee
(annual):

- Capex and opex layout

« Includes new projects & licensing / maintenance of
operations

« New hirings

Business requirements & new projects:

« New upcoming business projects

« Change requests (CRs) and expansion of existing business
projects

- Vendor management for business solutions

« UAT (testing) of business applications

Audit & compliance requirements:

. External audit

« Internal audit

« Compliance

« Information security & risk depts

Expansion (branches) & maintenance:
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IT requirements for business expansion (new branches, new
locations, new territories)

Maintenance of existing IT infrastructure (UPS, networking,
bandwidth circuits)

IT support for computing (helpdesk):

New software and versions rollout (e.g. migration of AV or
email program)

IT support for business functions (application not working,
speed slow, etc)

Software bugs

Business continuity & DR:

DR is a technology function for which interaction with
business functions is required (testing)

Business continuity is handled under business operations for
which IT also participates
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Module: 35
Security overlay of an enterprise architecture - i
(components)

Security Overlay of Enterprise (Part 1)

How is the enterprise secured with the help of various
components and security design?
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Security Challenge Security Solution

Perimeter Filtering Edge Router Access Lists &
Various RFCs
DDOS Attack Edge Router/DDOS DDOS Protection
Protection Solution
Zero-Day Attack / Edge Device / Edge Zero-Day/APT
APT Attack NGN FW Attack Prevention
Web Server Attacks DMZ / Web Web Application
Application FW Attack Prevention
Email SPAM & DMZ / Email Email Security
Malware/Phishing Security GW
Security Challenge Security Solution
Web-based User DMZ / Web Security Web Filtering &
Attacks GW Malware Protection
System Malware System AV
User Network Access At Aggregation Point  Network Admission
Control Of User Access Control (NAC)
User Controls For System Data Loss Prevention
USB/Media, HDD (DPL) — System Level
Encrypt
Remote Branch Intranet-Extranet Unified Threat
Connectivity/ Edge / UTM Management (UTM)

Malware Solution
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Security Challenge Location/Device Security Solution

Data Center Data Center FW Data Center FW
Unauthorized Access Filtering & Malware
/ Malware Protection

Data Exfiltration Edge / Network DLP Network DLP Solution
Event Monitoring & Data Center / SIEM Security Info. & Event
Detection Management
Unpatched Systems Data Center / VM Vulnerability Scanner

Server Integrity Data Center / HIPS Host Intrusion
Monitoring & IPS Prevention System
Filtering (HIPS)

How is the enterprise secured with the help of various
components and security design?
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Module: 36
Security overlay of an enterprise architecture - ii (Traffic

Flow)

What is the traffic flows specific to good security design?

Web Security GW
Router

I‘*\ Web Server /@ N
P A
b = 5 pe FW DMZ g MGN FW
y .'ﬁ 5

s 5 Email Antispam GW IPS
il TR N-DLP
y Bl
“ e ’}I ’:' Switch
) (4 b Access
. f-"'/ Switch

20

-
w
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Web Security GW
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|
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Cdp B Access

Switch
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DMZ - NGN FW
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Web Security GW

\Web Server »@ i

Router

IPS

N-DLP
1.}":-» EH“““-E__E Switch
Cd b0 Access

Switch 4
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Web Security GW
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Web Security GW

al Office 15P
L |
) @ @ Router
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I |
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Web Security GW

Access
Switch
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Granular access list filtering and a well-planned and tested
security design are keys to success.
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Module: 37
Security overlay of an enterprise architecture - iii (General

security design)

General security design principles

G
' Regional Office

( ) ISP
; y \
Web Security GW ;
y UTM ﬁ Router
\ Web Sewer,/@-\ ‘
Ap

1
DMZ)}—G NGN FW

/”_h\ﬁ\ T——
Ppro——. -»..___H___“

. T -
~ WAN/Extranet - —— .
' 3 ..\'a T WU Switch

" KM Access N

Switch |

1.Block unauthorized traffic at edge (direct public www traffic to DMZ
web server)

2.Edge malware protection & DMZ
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3.Web & email are important vectors to secure against malware and
attacks

4 .NGN-FW (may be found in a UTM as well)
5.Web security GW and email anti-spam GW solutions

6.Granular access list filtering in edge and data center FWs (source,
destination, and traffic type/port)

7.A good AV solution, and keep virus definitions updated

8.Monthly VM scans

More Advanced Security:

*APT & zero-day attack prevention
*SIEM solution

*Network DLP and system DLP
*Network admission control (NAC)
*Server HIPS

*Web application FW (WAF)

Even More Advanced Security:
*Network forensics

*Host-based APT / 1oC solution
*|ldentity & access management (IAM)

*Privileged identity management (PIM)
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*Database security solution
*Further guidelines for strong security controls:

-CIS 20 critical security controls

First 5 CIS Controls
Eliminate the vast majority of your f
organisation's vulnerabilities 1: Inventory of Authorized and Unauthorized Devices

2: Inventory of Authorized and Unauthorized Software

3: Secure Configurations for Hardware and Software
4: Continuous Vulnerability Assessment and Remediation

5: Controlled Use of Administrative Privileges

—

6: Maintenance, Monitoring, and Analysis of Audit Logs
7: Email and Weh Browser Protections

8: Malware Defenses

9: Limitation and Control of Network Ports -

All 20 CIS Controls

10: Data Recovery Capability
11: Secure Configurations for Network Devices

12: Boundary Defense

13: Data Protection

14: Controlled Access Based on the Need to Know

15: Wireless Access Control

16: Account Monitoring and Control

17: Security Skills Assessment and Appropriate Training to Fill Gaps
18: Application Software Security

19: Incident Response and Management

20: Penetration Tests and Red Team Exercises
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Further guidelines for strong security controls:

-CIS 20 critical security controls
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Module: 38
What is high availability

-High availability of a system or component assures a high level
of operational performance (uptime) for a given period of time

*High availability is a strategy

*Fault tolerance refers to a system designed in such a way that
when one component fails, a backup component takes over
operations immediately to avoid loss of service

Availability % Downtime per year Downtime per month Downtime per week
90% aka“onenine" 36.5days 72hours 16.8 hours
95% 18.25 days 36hours 8.4 hours

97% 10.96 days 21.6 hours 5.04 hours
98% 7.30days 14.4 hours 3.36 hours
99% aka two nines" 3.65days 7.20 hours 1.68 hours
99.5% 1.83days 3.60hours 50.4 minutes
99.8% 17.52hours 86.23 minutes 20.16 minutes
‘99.9% aka 'three nines” 8.76 hours 43.8 minutes 10.1 minutes
99.95% 4.38 hours 21.56 minutes 5.04 minutes
‘99.99% aka "four nines” 52 56 minutes 4.32 minutes 1.01 minutes
99.999% aka "five nines” 5.26 minutes 259 seconds 6.05 seconds
99.9999% aka "six nines" 31.5seconds 2.59 seconds 0.605 seconds
99.99999% aka“sevennines” 3.15seconds 0.259 seconds 0.0605 seconds

*High availability is designed in the following manner:
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-System level (data center or service)

-Device level (within single device)

-Device level (combination of multiple redundant devices)
-Alternate site level

*High availability and fault tolerance:

-Designed to minimize downtime with the help of redundant
components

*Disaster Recovery:

- A pre-planned approach for re-establishing IT functions at an
alternate site
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Module: 39
High availability design.

Let's look at various HA designs

ACTIVE-STANDBY SERVER CONFIGURATION

-
.

N

-----------------------------------

i
E 1 1
HTTP Server 1 HTTP Server 2

@; (primary) (failover)
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ACTIVE-ACTIVE SERVER CONFIGURATION

( /117
HTTP Server 1

AR

load balancer

VIl
HTTP Server 2

-
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Module: 40
How is site redundancy incorporated into enterprise
network design?

*Three types of redundant site models:
*Hot site
*Cold site

*\Warm site

*Hot site (expensive):

-Mirror of primary data center

-Populated with servers, cooling, power, and office space
-Running concurrently with main/primary data center (synching)

Minimal impact

*Cold site (cheapest):

-Office or data center space without any server related
equipment installed

-Power, cooling and office space

-Servers/equipment migrated in event of primary site failure

*Warm site (middle ground):
-Middle ground between hot site and cold site

-Some pre-installed server hardware (ready for installation of
production environments)

-Requires engineering support to activate
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*RTO:

-Max amount of time, following a disaster, for an organization to
recover files from backup storage and resume normal operations
(max amount of downtime an organization can handle)

*RPO:

-Max age of files that an organization must recover from
backup storage for normal operations to resume after a disaster
(minimum frequency of backups)

*Example:

-If an organization has an RTO of two hours, it cannot be down for
longer than that.

-if an organization has an RPO of four hours, the system must
back up at least every four hours.
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Module: 41
High availability and redundancy case study

Mid-sized enterprise
*3000 total staff
*2000 IT users

*30 IT team

*One DC, one secondary (regional) data center (warm site &
backup site), and one DR site

99.9 % uptime designed

*|T setup:

-Oracle ERP system

-Sharepoint portal for workflow automation
-Head office in Karachi

-Primary DC in Karachi (hosted with 3rd party)
-DR site in Lahore (hosted with 3rd party)
-Secondary DC in ISB

*Primary DC:

-Fully redundant (HA) design for network, systems, and storage

-Cisco HA (active-standby)

-Oracle cluster technology for servers and DBs (active-active)

*Secondary DC (ISB):

-All network, systems, and storage backups maintained here
(also mirrored in DR)
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-Regional servers (AD, file servers, etc)
-Test & staging environment here (segregated from main DC)

-Office working space

*DR site

-Bare minimum HA (as DR site) for network, systems, and storage
-Mirror of all backups from secondary site maintained here
-Office working space

-Some additional computing capacity (minimum for unforeseen
events)

*DR site

-All critical systems and devices maintained in active mode (hot)
for immediate DR failover

-Data maintained as per org RTO/RPO for immediate utility
-Monthly DR testing/drill

*Backup strategy:

-Primary backup at secondary DR site

-Mirror at DR site

-For critical systems: monthly full backup, daily incremental
backup

-For critical network devices: weekly full backup; backups based
on change

© Virtual University of Pakistan & thegradup.com 109


https://thegradup.com

CS205

Module: 42
Backup strategies

Backup considerations:

-What to backup ?

-Backup location ?

-Freq of backup ?

-Backup operator ?

-Backup checker (verification) ?
-Backup test & security methods ?
-Technology & tools used for backup ?
*What to backup ?

-Network configuration files

-0OS backups

-Database & application data

-Other critical data

*Backup location ?
-Onsite for faster recovery
-Offsite for DR purposes

-Intermediate site (secondary site) as a middle-ground
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*Backup frequency ?

-Depends entirely on criticality of data, nature of the information

being backed up (how frequently does info change ?7), storage
space available, and overall backup plan

*Backup operator and checker ?
-Backups should ideally be automated
-Operator should ensure that backups have taken place

-Verifier should sign-off that check has been made

*Backup testing & security considerations:

-Backup testing should be performed on a periodic basis and
greater than the frequency of the DR drill (e.g. DR drill once a
QTR, & testing once a month)

-Encryption & compression
*Backup tools and technology:
-Consider NAS, SAN, SCSI/IDE/SATA drives

-Various tools and technology to perform full, differential, and
incremental backups

-Encryption
-Access control

-Alerts & reporting
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Module: 43
What is the role of security tools in securing the
enterprise

Typical security tools used in an enterprise:
-Enterprise antivirus

-MS Active Directory (AD)

-Vulnerability manager

-Logs management

-Network & performance monitoring

-Automated backups

*Typical security tools used in an enterprise:

-Microsoft Windows Server Update (WSUS) & SCM/SCCM
-Asset management software

-Trouble-ticket system

-SIEM

-DLP

-Encryption software

-2FA
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Tool Complexity
level

Enterprise System Sophos, Avast,
Antivirus antivirus and Kaspersky,
malware Symantec,
protection McAfee
MS AD (GP) Pushing out Low Pushing out
security windows
policies password
through AD settings
GPO
VM Vulnerability Medium OpenVAS,
scanning Nessus, Qualys
Tool Complexity
V2]
Logs Medium OSSEC
Management collection &
analysis
Network & NOC Low CACTI, ORION
Performance
Management
Automated Backups Medium Veritas
Backups
Windows Windows Low WSUS, SCCM,
Updates Updates & SCM

Configs
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Tool Complexity
level

Asset Dtect, Track, Medium Asset Explorer,
Management Manage Assets PulseWay
Trouble Ticket TT Workflow Medium BMC Track-IT,

System SysAid

SIEM Event High OSSEC, Splunk,

Management Q-Radar
DLP Data Loss High Symantec,
Prevention
Encryption Encryption High TrueCrypt
Software

eLots of tools available

*People, process, technology

© Virtual University of Pakistan & thegradup.com 114


https://thegradup.com

CS205 VU

Module: 44
Typical security tools used in an enterprise IT network -
Part 1

Gartner Magic Quadrant reports

List of some other industry reports

L}
Sophos ® Trend Micro
Intel Security & S
[ Symantec Kaspersky Lab

Microsoft =)

Eset ® Cylahce
. ; @
360 Enterprise Security Group ] SentinelOne
A L ] F-Secure Carbon Black
Panda Secun'ty: ® CrowdStrike
@ Invincea
Webroot ®
P Malwarebytes @ -
= Ll i Palo Alto Networks
= Bitdefender @
=
5=
[ G Data Software Comodo
o
= ®
=
-
==} ! :
<C
COMPLETENESS OF VISION = As of January 2017
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Endpoint Trend Micro
Protection Sophos

Jan, 2017 Kaspersky
Gartner Symantec

Gartner Secure Web Gateway Magic Quadrant

Sourcw. Gawtrees | Surmse 201 7T)
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Secure Web

aGWwW
June, 2017

Symantec
Zscaler

Fortinet
L]
) &
Cisco
Check Point Software Technologies
@
Sophos
SonicWall
@
®
® @
: Stormshield
® Huawei ® WatchGuard
Juniper Networks ®
Barracuda Networks
A Venustech
o® o
Hillstone Networks Untangle
Rohde & Schwarz Cybersecurity
-+
ju—
O
L
e
L
o
=
o
=
-
==
<<

COMPLETENESS OF VISION
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UTM

(SMB Multi-function .

W) Fortinet
June, 2017 Checkpoint
Gartner

View and read various industry reports for security tools
comparisons:

-Gartner
-Forrestor
-Security Awards

-Lab reports: ICSA, NSS
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Module: 45
Typical security tools used in an enterprise IT network -
Part 2

NSS Labs Security Value Map (SVM)
*Some additional Gartner Magic Quadrant reports

VU

Next Generation Firewall (NGFW) Security Value Map™
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June 2017 Blackberry

Gartner
*Forrestor
*NSS labs
*ICSA Labs
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Module: 46
What does the term “Box Security” mean?

*“Box Security” refers to a prevalent approach in the industry,
especially in larger organizations in which the solution for every
security challenge is in the form of a “box” or device

*Box for :

-Email security

-Web security

-FW

-IPS

-APT attack prevention
-DDOS prevention
-Network DLP
-Network Forensics
-Others

*Security is a combination of people, process, and technology

*Industry observation: most of the devices are not used to full
capability or capacity after purchase

*Case in point: SIEM solution or DB security solution
*“Box security” is not the silver bullet

* Although many devices and boxes are required, they do not
ensure a good security posture

*This approach is unfortunately promoted by many vendors who
have equipment to sell

*Consider organizational maturity & readiness
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*Other challenges with “box security” approach:

-Shortage of staff (IT & security)

-Training and skill required to operate the sophisticated devices
and features

*Device objectives, and high-level-design (HLD) should be
planned prior to commissioning

*Min operational baseline and configuration should be
documented in SOP

*Device feature set and configuration audits should be conducted
on a periodic basis (annual)

-4 122
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Module: 47
What is the best approach to secure the IT enterprise

architecture?

*The 4-layer security transformation model is the only way to
effectively and practically address security posture

» 4-layer security transformation model is tried & tested for
geographies where the overall security awareness & posture is
weak

1.Security hardening: address security configuration of all IT
assets which security “boxes” won’t do for you

2.Vulnerability management: scanning to inspect patching of IT
assets (essential)

3.Security engineering

4.Security governance
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3.Security engineering: this is where more serious investments
may be made once layers 1 & 2 have been completed
satisfactorily (or are being addressed)

4.Security governance: ensure the proper utilization (as
intended), ROI, and audits of purchased devices & solutions

Also ensure configs are as per design, and SOPs.
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Module: 48
What is disaster recovery?

*\What is a disaster?

-Any significant event that causes disruption of information
technology processing facilities, thus affecting the operations of
the business

*What is disaster recovery (DR)?

-DR is an area of security that allows an organization to maintain
or quickly resume mission-critical (IT) functions following a
disaster

*\What could cause the invocation of a DR failover to DR site ?
-Natural disasters such as flood, earthquake, lightning, storm

-Disaster caused by human actions such as riot, fire, terrorist act,
etc

*What is the difference between DR and business continuity (BC)?

-DR is an IT function, whereas business continuity addresses
keeping all essential aspects of a business functioning despite
disruptive events (DR is a part of BC)
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BCP / DRP
LIFE CYCLE

Strategy
Selection

*Three step process:

-Failover to the DR site (DR invocation)

-Restoration of the services/facilities on primary site
-Recovery (switchover back to primary site)

*What is a DR plan?

-A documented, structured approach to dealing with unplanned
incidents

*DR plan checklist:
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-Scope of the activity
-Gathering relevant network infrastructure documents

-ldentifying the most serious threats and vulnerabilities, and the
most critical assets

-ldentifying current DR strategies
-ldentifying emergency response team
-Management review & approval of DR plan
-Testing the plan (drill)

-Updating the plan

-Implementing a DR plan audit

Sample DR plan template:

-http://www.it.miami.edu/ assets/pdf/security/ITPol Al35-Disaster

%20Recovery%20Plan%20Example%202.pdf
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Module: 49
What is business continuity?

*What is business continuity ?

-Business Continuity (BC) is the capability of the org to continue
delivery of products or services at acceptable predefined levels
following a disruptive incident (Source: ISO 22301:2012)

*What is business continuity management?

-Holistic management process that identifies potential threats to
an organization and the impacts to business operations those
threats, if realized, might cause, and which provides a framework
for building org resilience with an effective response that
safeguards interests of key stakeholders, reputation, brand and
value-creating activities. (Source: ISO 22301:2012)

The BCM Lifecycle

- improving organizational resilience
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*What is a BC plan ?

-A document that consists of critical information an organization
needs to continue operating during an unplanned event

*What is a BC plan ?

-The BCP should state essential functions of the business, identify
which systems and processes must be sustained, & detail how to
maintain them. It should take into account any possible business
disruption.

129
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Module: 50
How is DR accommodated into the enterprise architecture
- partl

*DR considerations:
-DR plan

-RTO & RPO

*DR plan:

-A disaster recovery policy statement, plan overview and main
goals of the plan

-Key personnel and DR team contact information
*DR plan (contd)...:

-Description of emergency response actions immediately
following an incident.

-A diagram of the entire network and recovery site.

-Directions for how to reach the recovery site.

*DR plan (contd)...:

-A list of software and systems that will be used in the recovery.

-Sample templates for a variety of technology recoveries,
including technical documentation from vendors.

*DR plan (contd)...:
-Summary of insurance coverage.
-Proposed actions for dealing with financial and legal issues.

-Ready-to-use forms to help complete the plan.
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BCP / DRP
LIFE CYCLE

Strategy
Selection

*RTO:

-Max amount of time, following a disaster, for an org to recover
files from backup storage and resume normal operations; max
amount of downtime an org can handle.

*RTO:

-If an organization has an RTO of two hours, it cannot be down for
longer than that

*RPO:

-RPO is the max age of files that an organization must recover
from backup storage for normal operations to resume after a
disaster; it determines the minimum frequency of backups.

*RPO:
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-For example, if an organization has an RPO of four hours, the
system must back up at least every four hours
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Module: 51
How is DR accommodated into the enterprise architecture
- part 2

*DR considerations:

-DR facility

-DR drills & testing

-DR testing checklist

-BC plan alignment

*DR facility:

-Location

-Media circuits and backup circuits
-Power and environment

-IT data center design

-Based on DR plan

-Operations & maintenance

*DR drills & testing:

-Frequency and execution of DR drills as per IT policy of the org

-Min twice a year and preferable quarterly for critical business
regmts

-Backup testing

*DR testing checklist:

-Secure management approval and funding for the test.
-Provide detailed information about the test.

-Make sure the entire test team is available on the planned test
date.

*DR testing checklist ...:
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-Ensure your test does not conflict with other scheduled tests or
activities.

-Confirm test scripts are correct.

-Verify that the test environment is ready.
-Schedule a dry run of the test.

*DR testing checklist...:

-Be ready to halt the test if needed.
-Have a scribe take notes.

-Complete an after-action report about what worked and what
failed.

-Use the test results to update DR plan

*BC plan alignment:

-DR is under IT ownership, whereas BC is under business
operations ownership

-DR is part of overall BC

-Both plans must integrate and align seamlessly
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Module: 52
What is the role of an IT set in securing the organization?

*\What is an IT asset?

-An IT asset is any resource such as hardware, software,
information, human resource, or facility owned or utilized by the
organization for IT processing.

L 1. Planning

y

7. Retirement |
. 2. Procurement
& Disposal

& S“Ppoft & 3. Installation
Maintain
| —_— ’
LS. Acceptance 4. Secure
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2. PROCUREMENT

- RFP

- Vendor Selection
- PO

-  Contract & SLA

- Kick-Off Meeting

3. INSTALLATION

- Site Preparation
- Delivery

-  Configuration

- Testing

- Commissioning

4. SECURE

- Security Controls
- Security Checklist
- Security SOP

- Security Testing

5. ACCEPTANCE

- Test Scripts

- UAT

- Security Accreditation

- Commissioning Sign-off
- Change Management

6. SUPPORT/MAINTAIN

- Vendor Support

-  Maintenance/Repair
- Change Requests

-  Renewals & Upgrades
- Regular Updates

- Monitoring & Audits

7. RETIRE/DISPOSE

-  Decommission
Dispose/Salvage
Update Inventory
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L 1. Planning

7. Retirement
& Disposal L 2. Procurement
8- Supbolt & 3. Installation
aintain
A

| 5. Acceptance \ 4. Secure

\
“

*Asset Owner: a person in the org responsible for managing an
asset (e.qg. for laptop)

*Risk owner: manages risks associated with the IT asset.
Authorized to make decisions associated with managing risks, and
in @ management position

*Acceptable Use (Of IT Assets):
-Laptops

-Mobiles

-Web browsing

-Email usage

-Servers

-Company data
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Module: 53
How to determine security posture of an organization

*Questions to ask:

-Information security policy ?

-Organization security culture and tone at the top ?
-Clearly designated responsibility for security ?

-How many staff in security team [10%] and their roles ?

-Security hardening done on IT assets ?
-Which standard used for hardening ?
-Internal VM program ?

-Frequency of VM scanning ?

-Licensed software for OS/DB/Programs ?

-Last time penetration test was conducted by 3" party ?
-Maturity of system security policies pushed through AD/GP
-DR and/or backup site ?

-When was the last time a DR drill was performed ?

-Is internal software developed ? (Secure -SDLC)

-What is the mechanism to take backups of IT assets and to test
backups ?

-What is the maturity of access control for users, admins

-Regular audits for access control ?
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-What type of security controls implemented on any transactional
systems such as mobile banking or internet banking (2FA) ?

-Is critical data in org encrypted ?

-How do you protect test data ?

-What is the mechanism to perform security accreditation of new
applications or systems ?

-Is security embedded in critical business processes ?

-Is there a business continuity and DR policy / mechanism ?

-Security standard or framework followed for governance ?
-Internal security awareness program ?
-Maturity of change management and incident management

-Board Steering Committee (Information Security)

*Note: the implementers of the security measures are often not
the ones giving the best answers

*Auditors & compliance team should also be queried

*Important question: have there been any recent incidents ?
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Module: 54
How do you drive a successful information security
transformation?

*Critical factors for successful security transformation projects:
-Board-level buy-in and sponsorship

-Regular Board or Executive management project reviews and
decisions

-Allocation of sufficient priority & resources
*Projects either fail or succeed before they begin !

*Successful security transformation projects can be made
successful with correct sponsorship, structure, strategy, and
strong project management.
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Module: 55
Difference between security hardening and Patching

-Security Transformation Stage 1: Security Hardening Of IT Assets

4. Security
Governance

3. Security
Engineering

2

Vulnerability
Management

1. Security
Hardening

*Security hardening:

-IT assets such as hardware and software come with default
(insecure) configurations which become the basis for attacks

-Typical case in point: username and password: “admin, admin”

*Security hardening:

-Process of securing a system by reducing its surface of
vulnerability, which is larger when a system performs more
functions; in principle a single-function system is more secure
than a multipurpose one (Wikipedia)
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*Patching: Fixing vulnerabilities (which may be exploited by
malware or attackers) in software or firmware with vendor
released patches (auto or manual updates)

ePatches are also called fixes
*Patching considerations:

-Vendors release patch when they become aware of a
vulnerability

-Patches may be rolled up into a release

-Off-the shelf software works well but testing required for
customized instancese

*Hardening: includes additional steps beyond patching to limit the
ways a hacker or malware could gain entry.

*Accomplished by turning on only the ports and services required,
secure configuration of services & additional steps to limit system
access

*Note that both hardening & patching are required

-Hardening prevents existing and future vulnerabilities by
tightening configuration

-Patching is more of a vendor driven process but essential
nonetheless
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Module: 56
Security hardening strategies

*Depending upon the size and type of the organization, there will
be dozens, hundreds, or even thousands of IT assets to secure

*Priority is a key factor in all security undertakings
*Prioritize what is most important and needs to be done first

*Cascade as we go along

e d
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*Separate security engineering (Step 3) from security hardening
(step 1)

*Security engineering requires more thorough working so will
slow down the security implementation
*Do the low hanging fruit first (security hardening).

*Minimum security baseline (MSB) refers to the obvious assets
which need to be secured and the threshold which is the
minimum expectation from the security program
T
' Regional Office ISP

=FUTM ﬁ Router

/@ - Email Antispam GW IPS
N-DLP

T l-qﬂ'
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. TRACK 1: IT INFRASTRUCTURE

. TRACK 2: ISMS DOC & PROCESSES

. TRACK 3: SOFTWARE APP

. TRACK 4: OTHER APPS/UTILITIES/3RP PARTIES

. TRACK 5: DESKTOPS & BROWSERS

. TRACK 7: MOBILE SECURITY

*For a successful security transformation project, good planning,
organization, and effective project management is essential
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Module: 57
Pre-requisites for the security hardening program

1.Security program approved
2.Consultant on board
3.Project kick-off meeting held

4.1SMC team identified and their loading for this project
communicated

5.Appraisal linkage of core resources announced by CIO

1.Security program approved

-Project director

-Timeline

-General project sequence and strategy
-Understanding of main players and roles

-Understanding of project structure

2.Consultant on board

-Expert consultants in security transformation can facilitate the
project success

-Third party & independent
-Bring a focus on delivering results

-Strong domain knowledge

3.Project kick-off meeting held

-Project goals & mission
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-All key stakeholders made aware of their roles
-Responsibilities & authority

-Success criteria & reporting mechanism

4.1SMC team identified and their loading for this project
communicated

-ISMC plays a critical role
-Cooperation & teamwork
-Security leadership culture

-Clarity on goals

5.Appraisal linkage of core resources announced by CIO
-Broader team
-Announcement by CIO

Clarity on evaluation mechanism
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Module: 58
Who will conduct security hardening?

*Involvement of various stakeholders for security hardening
-Operations teams

-Security team

-IT management

-Consultant

Business

Security IT
team management

IT Ops teams

Consultant Business

*|T Operations teams:
-Study the security controls (CIS/DISA)
-Apply the security controls in pilot/test environment

-Report the completion of control implementation to ISMC
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-Assist InfoSec team with validation

*InfoSec team:

-Conduct validation of security controls implementation
-Acquire checklist of controls from relevant IT team
-Document the status of controls in the form of a checklist

-Forward validation report to ISMC

*IT management:

-Ensure IT operations teams receive required guidance and
support

-Sign-off on change management requests

-Assist with planning down-time and business related downtime

*Consultant or project director:
-Drives the security program
-Ensures that strategy is aligned with project objectives

-Ensures process and activities are moving at good momentum as
per timeline

*Consultant or project director:
-Drives the security program
-Ensures that strategy is aligned with project objectives

-Ensures process and activities are moving at good momentum as
per timeline
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Module: 59
What is the 8-step methodology for security hardening?
Part- 1

*What is the 8 step security hardening methodology?

6. Validation of | 7.Change
control management
implementation process for PROD

*Purpose:

-Many assets need to be hardened at various times, by various
teams, for various requirements and projects

-Standardize and follow a consistent approach
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*Benefits:

-Process for security hardening

-Discipline to always follow the same steps

-Helps avoid missing any steps in the process

-Gives team clarity on what to do and what sequence to follow
*|f You Skip This Process:

-Will follow a new approach every time

-Every resource has their own method

-Dependence on resource rather than the process
-Complicate rather than simplify

-Divergence in security activities
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INFOSEC
TEAM LEAD IT OPS TEAM TEAM

e DRIVES THE e MEMBER OF e TEAM THAT e REPORTS TO
PROGRAM ISMC WILL CISO OR

e DECISION e REPORTS TO IMPLEMENT INFOSEC
MAKING HEAD OF THE HEAD

e INCLUDES THE DEPT SECURITY e OR LED BY
ALL 3-4 CONTROLS CONSULTAN
DOMAIN T

TEAM LEADS

STEP DESCRIPTION PERFORMED BY FACILITATED BY

IDENTIFY CRITICAL ASSETS ISMC HEAD OF IT SECTION
(& ASSET OWNER)
2 RESEARCH APPLICABLE SECURITY INFOSEC TEAM ISMC
CONTROLS
3 CHECLIST OF APPLICABLE SECURITY  INFOSEC TEAM TEAM LEAD
CONTROLS
4  DOCUMENT CONTROLS INTO SOP TEAM LEAD INFOSEC TEAM
5 IMPLEMENT CONTROLS ON TEST IT OPERATIONS TEAM LEAD
SETUP TEAM
6 VALIDATION OF CONTROL INFOSEC TEAM IT OPERATIONS
IMPLEMENTATION TEAM
7 CHANGE MANAGEMENT PROCESS TEAM LEAD ISMC
FOR PRODUCTION
8 PRODUCTION & MONITOR IT OPERATIONS TEAM LEAD
TEAM

*Let’'s look at the steps in detail in the next module
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Module: 60
What is the 8-step methodology for security hardening?
Part- 2

*Step 1: Identify Critical Assets & Asset Owner:
-Asset inventory & infrastructure diagram
-Examine risks

-Analyze assets at a high level and prioritize
-Minimum security baseline (MSB)

-Break into phases

6. Validation of 7. Change
control management
implementation process for PROD

*Step 2: Research on applicable security controls
-CIS, DISA

-Search on google

-Review standards/frameworks (1ISO27001, PCl, etc)
-Look at OWASP, CSA, NIST, CIS Top 20

-Selection of controls
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*Step 3: Checklist of applicable security controls

-Checklist for progress tracking

-Share with appropriate IT team

-Forms record for controls trail

*Step 4: Document controls into SOP

-Enter controls set into draft SOP

-Who will do what when, (and briefly how)

-Get Dept Head agreement and sign-off on checklist and SOP
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Module: 61
What is the 8-step methodology for security hardening?
Part-3

Step 5: Implement controls on test setup

-Relevant IT team to implement controls on test setup
-Update checklist

-Update SOP (if necessary)

-Send checklist back to InfoSec team

6. Validation of 7. Change
control management
process for PROD

implementation

*Step 6: Validation of control implementation (by InfoSec team)
-InfoSec resource with relevant domain knowledge

-Conduct preparation before actual validation (study controls)
-Update checklist with status column

*Step 7: Change management process for PRODUCTION:

- ISMC receives validation status from InfoSec team
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-Relevant dept head takes up change management process and
prepares for shifting to PROD

-Rollback, impact etc

*Step 8: Implement on PROD & monitor:

-Monitor closely for 24-48 hours after moving to PROD
-Rollback in case of unforeseen circumstances

-IT team SOP finalized and now ops task
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Module: 62
A look at CIS security benchmark part - 1

Center for Internet Security (CIS)

-https://www.cisecurity.org/cis-benchmarks/

-Fill out your details and will receive an email with link

-
<C I S Center for Internet Security

@ CIS Benchmarks

You now have access to all of our CIS Benchmark PDFs. Feel free to download as many as you like!
If you have any issues accessing the files, please let us know at learn@cisecurity org.

Looking for a previous version of a CIS Benchmark? See our archive .

Operating Systems

Distribution Independent Linux

CIS Distribution Independent Linux Benchmark v1.0.1 Downioad PDF

Microsoft Windows Desktop

CiS Microsoft Windows 10 Enterprise Release 1607 Benchmark v1.2.0 m

© Virtual University of Pakistan & thegradup.com 157


https://www.cisecurity.org/cis-benchmarks/
https://thegradup.com

CS205 VU

| # | OVERALL CIS BENCHMARK CATEGORIES | TOTAL

1 OPERATING SYSTEMS 36
2 SERVER SOFTWARE 33
3 CLOUD PROVIDERS 2
4 MOBILE DEVICES 3
5 NETWORK DEVICES 6
6 DESKTOP SOFTWARE 21
7 MULTIFUNCTION PRINT DEVICES 1
GRAND TOTAL CIS BENCHMARKS 107

DISTRIBUTION INDEPENDENT LINUX
MICROSOFT WINDOWS DESKTOP
DEBIAN LINUX

AMAZON LINUX
CENTOS LINUX

1 1
2 5
3 2
4 UBUNTU LINUX 3
5 1
6 2
7 ORACLE LINUX 2
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' # |  OPERATING SYSTEMS (CONTD).. | TOTAL

3 REDHAT LINUX 3
9 SUSE LINUX 2
10 APPLE OS (UNIX) 5
11 IBM AIX (UNIX) 1
12 ORACLE SOLARIS (UNIX) 3
13 MS WINDOWS SERVER 6

TOTAL BENCH MARKS OPERATING 36
SYSTEMS
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Microsoft Windows Desktop

CIS Microsoft Windows 10 Enterprise Release 1607 Benchmark v1.2.0
CIS Microsoft Windows 8.1 Workstation Benchmark v2.2.1
CIS Microsoft Windows 7 Workstation Benchmark v3.0.1
CIS Microsoft Windows XP Benchmark v3.1.0
CIS Microsoft Windows 8 Benchmark v1.0.0
Microsoft Windows Server
CIS Microsoft Windows Server 2016 RTM (Release 1607) Benchmark v1.0.0
CIS Microsoft Windows Server 2008 (non-R2) Benchmark v3.0.1
CIS Microsoft Windows Server 2008 R2 Benchmark v3.0.1
CIS Microsoft Windows Server 2012 R2 Benchmark v2.2.1
CIS Microsoft Windows Server 2012 (non-R2) Benchmark v2.0.1

CIS Microsoft Windows Server 2003 Benchmark v3.1.0
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1 MICROSOFT IIS (WEB SERVER) 3
2 VMWARE (VIRTUALIZATION) 2
3 MONGODB (DATABASE SERVER) 3
4 IBM DB2 (DATABASE SERVER) 3
5 BIND (DNS SERVER) 1
6 APACHE TOMCAT (WEB SERVER) 2
7  MICROSOFT SQL SERVER (DB SERVER) 3

# SERVER SOFTWARE (CONTD)... TOTAL

8 APACHE (HTTP SERVER) 2
9 DOCKER (VIRTUALIZATION) 5
10 ORACLE (DATABASE SERVER) 3
11 KUBERNETES (VIRTUALIZATION) 1
12 MIT KERBEROS (AUTHENTICATION) 1
13 ORACLE MySQL (DB SERVER) 4

TOTAL BENCH MARKS SERVER 33

SOFTWARE
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Microsoft SQL Server

CIS Microsoft SQL Server 2008 R2 Benchmark v1.4.0
CIS Microsoft SQL Server 2012 Benchmark v1.3.0

CIS Microsoft SQL Server 2014 Benchmark v1.2.0

3 CLOUD PROVIDERS TOTAL

1 AMAZON WEB SERVICES 2
TOTAL CLOUD PROVIDERS 2

-
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Module: 63
A look at CIS security benchmark part - 2

Mobile devices, network devices, desktop software, multifunction
print devices

s MOBILE DEVICES TOTAL

1 APPLE 10S 5
2 GOOGLE ANDROID 3
TOTAL BENCH MARKS MOBILE DEVICES 8

# NETWORK DEVICES TOTAL

1 CISCO 4
2 PALO ALTO NETWORKS 2
TOTAL BENCH MARKS NETWORK 6

DEVICES

© Virtual University of Pakistan & thegradup.com 163


https://thegradup.com

CS205 VU

n DESKTOP SOFTWARE TOTAL

MICROSOFT OFFICE

2  GOOGLE CHROME (WEB BROWSER) 1
3 MS EXCHANGE SERVER
4 MS INTERNET EXPLORER 2
5 MOZILLA FIREFOX 2
TOTAL BENCH MARKS DESKTOP 21
SOFTWARE
 # | MULTIFUNCTION PRINT DEVICES | TOTAL

1 MULTIFUNCTION DEVICE 1

TOTAL BENCH MARKS MULTIFUNCTION 1
PRINT DEVICES
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Apple 10S

CIS Apple

CIS Apple

CIS Apple

CIS Apple

CIS Apple

VU

10S 10 Benchmark v2. 0.0

10S 9 Benchmark v1.0.0

10S 8 Benchmark v1.0.0

10S 7 Benchmark v1.1.0

10S 6 Benchmark v1.0.0

Google Android

CIS Google Android 7 Benchmark v1.0.0

CIS Google Android 4 Benchmark v1.0.0

CIS Google Android 2.3 Benchmark v1.1.0
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Cisco

CIS Cisco Firewall Benchmark v4 0.0
CIS Cisco 10S 12 Benchmark v4.0.0
CIS Cisco 10S 15 Benchmarkv4 0.0

CIS Cisco Wireless LAN Controller 7 Benchmark v1.1.0
Microsoft Office

CIS Microsoft Office 2016 Benchmark v1.1.0

CIS Microsoft Office PowerPoint 2016 Benchmark v1.0.1

CIS Microsoft Office PowerPoint 2013 Benchmark v1.0.1

CIS Microsoft Office Excel 2016 Benchmark v1.0.1

CIS Microsoft Office Excel 2013 Benchmark v1.0.1

CIS Microsoft Office Access 2016 Benchmark v1.0.1

CIS Microsoft Office Access 2013 Benchmark v1.0.1
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CIS Microsoft Office 2013 Benchmark v1.1.0

CIS Microsoft Office Word 2016 Benchmark v1.1.0

CIS Microsoft Office Word 2013 Benchmark v1.1.0

CIS Microsoft Office Outlook 2016 Benchmark v1.1.0

CIS Microsoft Office Outlook 2013 Benchmark v1.1.0

CIS Microsoft Outlook 2010 Benchmark v1.0.0

© Virtual University of Pakistan & thegradup.com 167


https://thegradup.com

CS205 VU

Module: 64
A look at CIS security benchmark part - 3

CIS Benchmarks example (Network Devices)

| # | OVERALL CIS BENCHMARK CATEGORIES | TOTAL

1 OPERATING SYSTEMS 36
2 SERVER SOFTWARE 33
3 CLOUD PROVIDERS 2
4 MOBILE DEVICES 8
5 NETWORK DEVICES 6
6 DESKTOP SOFTWARE 21
7 MULTIFUNCTION PRINT DEVICES 1
GRAND TOTAL CIS BENCHMARKS 107

CIS Cisco Firewall Benchmark
*Control content:

-Profile applicability (ASA 8.X, ASA 9.X)
-Description

-Rationale

-Audit

-Remediation

-Default value

References
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*1.8 (page 88); Session Timeout
-Profile applicability: Level 1, Cisco ASA9.X

-Description: Sets the idle timeout for a console session before
the security appliance terminates it.

*1.8 (page 88); Session Timeout

-Rationale: Limiting session timeout prevents unauthorized users
from using abandoned sessions to perform malicious activities.

Audit:

o Step 1: Run the following command to show what the console timeout is set to

I hostname#sh run console | in timeout.5

The output should look like

| console timeout 5

Example:

Asa-fw#sh run console | in timeout.5
console timeout 5

Here the session timeout is 5 minutes

o Step 2: If an output is displayed, the system is compliant. If not, there is a finding.

Remediation:

o Step 1: Run the following command to set the console timeout to less than or equal
to 5 minutes

hostname (config) # console timeout 5

*1.8 (page 88); Session Timeout
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-Default Value: The default timeout is 0, which means the console
session will not time out

*1.8 (page 88); Session Timeout

-Reference: CLI Book 1: Cisco ASA Series General Operations CLI
Configuration Guide, 9.1
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Module: 65
A look at CIS security benchmark part - 4

CIS Benchmarks example (Operating Systems)
-MS Windows Server 2012-R2

 # | OVERALL CIS BENCHMARK CATEGORIES | TOTAL

1 OPERATING SYSTEMS 36
2 SERVER SOFTWARE 33
3 CLOUD PROVIDERS

4 MOBILE DEVICES 8
5 NETWORK DEVICES

6 DESKTOP SOFTWARE 21
7 MULTIFUNCTION PRINT DEVICES 1

GRAND TOTAL CIS BENCHMARKS 107

CIS Microsoft Windows Server 2012 R2 Benchmark

*Profile applicability:
-Level 1 domain controller
-Level 1 member server

-Level 2 domain controller
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-Level 2 member server

*Level 1: Items in this profile intend to:
-be practical and prudent;
-provide a clear security benefit; and

-not inhibit the utility of the technology beyond acceptable means

*Level 2: extends the Level 1 - profile

-intended for environments or use cases where security is
paramount

-acts as defense in depth measure

-may negatively inhibit the utility or performance of the
technology

«Control content:

-Profile applicability (ASA 8.X, ASA 9.X)
-Description

-Rationale

-Audit

-Remediation

-Impact

-Default value

-References

°1.1.2 [L1]: Ensure 'Maximum password age' is set to '60 or fewer
days, but not 0' (Scored)
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- Profile applicability: Level 1 Domain Controller, Level 1 Member
Server

*1.1.2 [L1] Description:

-This policy setting defines how long a user can use their
password before it expires.

-Values for this policy setting range from 0 to 999 days. If you set
the value to O, the password will never expire.

*1.1.2 [L1] Audit:

-Navigate to the Ul Path articulated in the Remediation section
and confirm it is set as prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to 60 or
fewer days, but not 0:

Computer Configuration\Policies\Windows Settings\Security Settings\Account
Policies\Password Policy\Maximum password age

°1.1.2 [L1] Default Value: 42 days
*1.1.2 [L1] Reference: CCE-37167-4

-Common Configuration Enumeration (Unique identifiers for
common system config issues)
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Module: 66
A look at DISA security technical implement guides (STIGs)
- part-1

*USA DoD

*Security Technical Implementation Guides (STIGs)
*Most expansive security benchmarks available
*Most regularly updated

*Unclassified version

e http://iase.disa.mil/stigs/Pages/index.aspx

425 STIGs available

*STIGs master list (A-Z):

-http://iase.disa.mil/stigs/Pages/a-z.aspx

*STIG viewer:

-http://iase.disa.mil/stigs/Pages/stig-viewing-guidance.aspx
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All Sites v P

Topic Map ¥

STIGs ¥ | Tools ¥ | News | Help | B RSS Feeds

Home

Security Technical Implementation Guides (STIGs)

STIGs Updates!

STIGs Home
Control Correlation Identifier (CCI)

DoD Annex for NIAP Protection Profiles

DoD Secure Host Baseline Repaository *pxi

FAQs

Quarterly Release Schedule and Summary
SRGI/STIG Tools

SRG-STIG Library Compilations

STIG Mailing List

STIGs Master List (Ato Z)
STIGs Technologies

Vendor Process

Contact Us

Draft Voice Video Policy STIG Version 1 - Update 6/26/2017

Draft Voice Video Policy STIG Version 1 - Release Memo - Update 6/26/2017
Draft Voice Video Policy STIG Version 1 - Comment Matrix - Update 6/26/2017
STIG Viewer 2.5.4 - Update 6/23/2017

STIG Viewer 2.5 4 Hashes - Update 6/23/2017

Draft Apple OS X 10.12 STIG - Version 1 - Update 5/25/2017

Draft Apple OS X 10.12 STIG - Release Memo - Update 5/252017

Draft Apple OS X 10.12 STIG - Comment Matrix - Update 57252017

The Security Technical Implementation Guides (STIGs) and the NSA Guides are the configuration standards for
DOD IA and IA-enabled devices/systems. Since 1998, DISA has played a critical role enhancing the security
posture of DoD's secunty systems by providing the Security Technical Implementation Guides (STIGs). The
STIGs contain technical guidance to "lock down” information systems/software that might otherwise be

vulnerable to a malicious computer attack

All Sites v £

TopicMap ¥ | STIGS ¥ | Tools ¥ | News | Help | 8 RSS Feeds

Home > STIGs

STIGs Master List (A to 2)

*PKI = DoD PKI Certificate Required

STIGs Related Links

STIGs Home
Cloud Computing Security

Control Correlation Identifier

Download Date Size Format B"Dﬁ L’:""e" for NIAP Protection
rofiles
A10 Networks Application Delivery Controller (ADC) ALG STIG Version 1 412712016 267 KB ZIP FAQ
S
A10 Networks Application Delivery Controller (ADC) NDM STIG Version 1 412772016 270 KB ZIP
Quarterly Release Schedule and

A10 Networks Application Delivery Controller (ADC) Overview, Version 1 412712018 87 KB ZIP Summary
Active Directory Domain STIG - Ver 2, Rel 8 112772017 456 KB ZIP SRG/STIG Tools
Active Directory Forest STIG - Ver 2, Rel 7 172712017 1.58 MB ZIP SRG-STIG Library Compilations
Adobe Acrobat Reader DC Classic Track STIG - Version 1, Release 1 2/512016 269 KB ZIP STIG Mailing List

i ; 42212018 52 =] :
Adobe Acrobat Reader DC Continuous Track STIG - Ver 1, Rel 2 41222016 526 KB Zl STIGs Master List (A to 2)
Adobe Acrobat Reader Document Cloud (DC) Classic Track STIG Benchmark | 3/1/2016 12 KB ZIP STIGs Technoloni
-Ver 1, Rel 1 (SCC tool use only) CCRIDIOpE
Adobe Acrobat Reader Document Cloud (DC) Continous Track STIG 712512016 11.5KB ZIP Vendor Process
Benchmark - Ver 1, Rel 2 (SCC tool use only) Contact Us
Adobe Coldfusion 11 STIG - Ver 1, Rel 2 10/28/2016 324 KB ZIP
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EE W B O UPPOrT ENVIrOnm
Home | Cybersecurity Training ¥ Topic Map ¥ v Tools ¥ News | Help | B RSS Feeds

P STIGs Home
Home > STIGS > STIGs A-Z .
Control Correlation Identifier (CCI) STiGs: Rolats

STIGs Master List (A to Z) DoD Annex for NIAP Protection Profiles
FAQs

Quarterly Release Schedule and

STIGsAtoZ Summary
Download > STIG Viewing Guidance

RG-STIG Library Compilati
A10 Networks Application Delivery Controller (ADC) 4 Sl S peaons
TIG Maili i
A10 Networks Application Delivery Controller (ADC) SHG gLt
TIGs M ist (At
A10 Networks Application Delivery Controller (ADC) ¢ = Sk it

*PKI = DoD PKI Certificate Required

Active Directory Domain STIG - Ver 2, Rel 8 LI e
Active Directory Forest STIG - Ver 2, Rel 7 Vendor Process
. § Contact Us
Adobe Acrobat Reader DC Classic Track STIG - Versi STIG Mailing
Adobe Acrobat Reader DC Continuous Track STIG - Ver 1, Rel 2 4122/2016 526 KB ZIP STIGs Master
Adobe Acrobat Reader Document Cloud (DC) Classic Track STIG Benchmark | 3/1/2016 12 KB ZIP
-Ver 1, Rel 1 {SCC tool use only)
Adobe Acrobat Reader Document Cloud (DC) Continous Track STIG 7/25/2016 11.5KB ZIP

Danscrhmarl \fard Dal 21807 tanl vnen Aanlul

STIG Viewing Guidance

*PKI = DoD PKI Certificate Required

XCCDF formatted SRGs and STIGs are intended be ingested into an SCAP validated tool for use in validating compli:
of a Target of Evaluation (TOE). As such, getting to the content of a XCCDF formatted STIG to read and understand tl
content is not as easy as opening a .doc or .pdf file and reading it. The process can be a little confusing and trying. Bi
are tools which can be used to view the STIGs and a Whitepaper describing the STIG Viewing processes.

How to View SRGs and STIGs

Download Date Size Format
How to View SRGs and STIGs 3/29/2016 30 KB DOCX
Download Date Size Format
STIG Viewer 2.x User Guide 32112017 993 KB PDF
STIG Viewer Version 2.5.4 6/23/2017 780 KB ZIP
STIG Viewer Version 2.5.4 Hashes 51412017 1KB T
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Information Assurance R
. 2 i
Support Environment tes

Home Cybersecurity Training ¥ Topic Map ¥ v Tools ¥ News Help

STIG Explorer

> SEEIEgome

Control Correlation Identifier (CCl)

SRG-STIG Library Compi'ations DoD Annex for NIAP Protection Profiles
FAQs

Quarterly Release Schedule and
The SRG-STIG Library Compilation .zip files are comRsititiiit=18Y
Technical Implementation Guides (STIGs), Security R p SRG/STIG Tools
well as some other content that may be available thro

Home = STIGs

*PKIl = DoD PKI Certificate Required

SRG-STIG Library Compilations
The Library Compilation zip files will be updated and = -
capture all newly updated or released SRGs, STIGs, STIG Mailing List
individually downloadable from IASE as released. ThifgSlLICSRNES Tl NS S LN (s34

Cempaaion b STIGs Technologies
Two versions of the Library Compilation are produced RV e R = ey eees

The file name preceded by FOUQ_ is the FOUO versijfSail=u gt t th
designated as DoD sensitive information and therefore marked as "For Official Use Only (FOUQ)" reqg
general distribution under the Freedom of Information Act. As such a DoD PKI certificate is required tc
The file name preceded by U_ is the NON-FOUQ wversion which does not contain FOUO. It is therefor
general public. These compilations may be used and distributed in the same manner as the individual

documents. The FOUO compilation as a whole and any separated FOUO content must be handled in
mn vmbbmemm e s A I e Al memrd Aimm i b s sl B

v STIGs Vul ID Rule Name + | v General Information
i V-8521 Object Ownership .. =
| | v-gs2z Directory Service In.. Active Directory Domain Security Technical Impl tation Guide (STIG) ::
Active Directory Domain Security Technical Impiementation G e VY DR Rel : 7 Benchmark Date: 22 Apr 2016
Aepliceton Seoprty dad Develooment Checklier z B Rule Title: User accounts with delegated authority must be removed from Windows built-in -
I1S6 Sarver V-8524 Directory Service A...
1156 Site V-8525 Directory Service A... * Discussion
Juniper SRX $G NDM Security Technical Implementation Guide V-8526 Cross-Directory Aut.. In AD it is possible to delegate account and other AD object ownership and administration tasks.
| luniper SRX SG VPN Security Technical Implementation Guide V-8530 Cross-Directory Aut.. (This is commenly done for help desk or other user support staff.) This is done to avoid the need to
% 0 assign users to Windows groups with more widely ranging privileges. If a user with delegated
Mieresaft Dot Net Framework 4.0 STIG Wb Trusts= Gocument .. A haritis b siear Assaunte in A cnasifie OLLis alen s raambar nf the Adminicteatace arain that oeae
J MAC 0316 e WA Diobsbie Enyceibus Tachiest bumnbessnnt ol ¥ V-8534 Trust - Classificatio.. ¥ Check Content
@ i : |
Profile: | No Profile bt R3S Thust o BoD 1. Interview the IAM or site representative and obtain the list of accounts that have been delegated
V-8538 Trust - SID Filter Q.. AD object ownership or update permissions and that are not members of Windows built-in
v Filter Panel V-8540 Trust - Selective Au... administrative groups.
N IThir includare arrnunte far haln dack ar runnart narcannal wha ara nnt Adminirtratare bhaoot haos
SR = i V-8547 Pre-Windows 2000 ... v EiicTeit
B V-8548 Privileged Group M..,
@ Inclusive [+) Filter () Brclustve () Fiter 1. Remove user accounts with delegated authority from Windows built-in administrative groups or
e Keyword Filter V8549 Privileged Group M-, remove the delegated authority from the accounts.
V-8551 Domain Functional ..
V-8553 REP“C?{.IDF\ Scheduh : :c';n.m ant Al Lcor accannte with daloastad AR ahinct casnoeehin ar andadn aothoribe
V-25385 Directory Data Bac...

CClI: CCI-000366
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(% DISA STIG \r_

I File Export Checklist Options Help

Vul ID
V-8521
Active Directory Domain Security Technical Implementation G At
Application Security and Development Checklist V-8523
[IS6 Server V-8524
[IS6 Site V-8525
Juniper SRX SG NDM Security Technical Implementation Guide V-8526
Juniper SRX SG VPN Security Technical Implementation Guide V-8530
Microsoft Dot Net Framework 4.0 STIG V-8533
< AAC S Commervame WILA Dindkalbaea Cacsuribyve Tackeieal T-—u—-ln....-.n......;.: o V-8534
Profile: | No Profile - V-8536
V-8538
w Filter Panel V-8540
V-8547

Select Filter - ter filt : Add

R

*Completely different mechanism for DISA STIGs
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Module: 67
A look at DISA security technical implement guides (STIGs)
- part - 2

*STIG content:

-General information (title)
-Discussion

-Check content

-Fix text

-CClI (References)

DISA CATEGORY CODE GUIDELINES

CAT 1 Any vulnerability, the exploitation of which
will directly and immediately result in loss
of Confidentiality, Availability, or Integrity.

CAT 2 Any vulnerability, the exploitation of which
has a potential to result in loss of
Confidentiality, Availability, or Integrity.

CAT 3 Any vulnerability, the existence of which
degrades measures to protect against loss
of Confidentiality, Availability, or Integrity

FILTER PANEL
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w Filter Panel

CATI o CATI Add

Keyword ' Filter Exclusive (-) Filter

| Rule Title - Keyword Filter
STIGID
Vulnerability ID
Rule ID

IA Control ‘content in table

CATI

CATII
CAT I
CCI

[rRemove rnter(s) Remove All Filters

CREATE CHECKLIST

@ 0ISA STG Viewer 254 N

[ File Export Checklist Options Help

l STIG Explorer | | Open Checklist from File I
LS | Import v1.2 Checklist I[ Vul ID
| V-8521 Obje¢
CK '
J ACﬁVe Di BT T IR TR G V'8522 D“-e
Application Security and Development Checklist V-8523 IDS
[1S6 Server V-8524 Dire
“ [IS6 Site V-8525 Dire
CHECKLIST
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B e e ———— e e Ty
STIG Explorer | Checklist X

¥ Totals Status Vul ID Rule Name *+ ¥ General Information
’. Ouverall Tatals | CATE | CATIL | CATII NR - V-8521 Object Owners.. A
hieal 1 . .
MR V-8522 Directory Servic.. Active Directory D« in Security Ti p Guide (STIG) ::
Open: ©  NotReviewed: 42 MR v-8523 105 Visibility of .. Release: 7 Benchmark Date: 22 Apr 2016
Not a Finding: Not Applicable: 0 Ty PG A Rule Title: User accounts with delegated authority must be removed from Windows buiit-in
ey e e administrative groups or remove the delegated authority from the accounts.
» NR  V-8525 Directory Servic.. b
S NR  V-8526 Cross-Directory... Status: @ NotReviewed Cpen Mot a Finding Net Applicable | saverity Override =
NR  V-8530 Cross-Directory..
Computing = NR  Vv-8533 Trusts - docum... » Vuln Information
e TS ot S Discussion | Check Content  Fix Text | CC1 | Misc
NR  V-8536 Trust - Nen-DoD
In AD it is possible to delegate account and other AD object ownership and administration tasks.
HR: (V5338 Tt e (This is commonly done for help desk or other user support staff.) This is done to aveid the need to
NR  V-8540 Trust - Selective... assign users to Windows groups with more widely ranging privileges. If a user with delegated
e NR V-8547 Pre-Windows 2... authority tp user accounts in a specific OU is also a member of the Administrators group, that user
has the ability to reconfigure a wide range of domain security settings and change user accounts
Role NR  V-8548 Privileged Grou... i PR Pdia i i s i H Al i i z
@ Noia MR V-8540 Privileged Grou... - Finging Detalls
Woarkstation NR  V-8551 Domain Functio...
Member Server NR  V-8533 Replication Sch...
Demain Controller MR V25385 Directory Data ...
Web or Database STIG NR  V-25840 DSRM Passwor..,
NR  V-25841 Review of Hosti... ¥ Comments
MR V-25997 Replication in t...
NR  V-36431 Enterprise Admi...
= S0 NR  Vv-36432 Domain Admin...
+
fiass NR  V-36433 Domain Memb...

Active Directory Domain Security Technical Implementation Guide {STIG) Showing nie 1 out of 47

*Checklist screens:

-Overall totals

-Target data

-Role

-Finding details

-Comments

*Checklist screens (STATUS):
-Not reviewed

-Open

-Not a finding

-Not applicable

Totals
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File Import Export

STIG Explorer | Checklist X

v Totals Stat
Overall Totals | CATI| CATII | CATII 0
NR
Open: 1 NotReviewed: 4 NR
Not a Finding: 0 NotApplicable: 0
Total: 5 NR
NR

v Target Data

Target Data

v Target Data

Computing -

Get Host Data

Status
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v General Information

Active Directory Domain Security Technical Implementation Guide (STIG) ::
Release: 7 Benchmark Date: 22 Apr 2016

Rule Title: User accounts with delegated authority must be removed from Windows built-in
administrative groups or remove the delegated authority from the accounts.

Status: () Not Reviewed (@) Open (_ Nota finding () Not Applicable | Soeriy Override v

Vuln Information

eview of Hostin.. v

Status: |/ Not Reviewed (@ Open | ) Nota Finding | ) Not Applicable Severity Override v

v Vuln Information
Discussion | Check Content | Fix Text  CCI | Misc

In AD it is possible to delegate account and other AD object ownership and administration tasks.
(This is commonly done for help desk or other user support staff.) This is done to avoid the need to
assign users to Windows groups with more widely ranging privileges. If a user with delegated
authority to user accounts in a specific OU is also a member of the Administrators group, that user
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Module: 68
A look at DISA security technical implement guides (STIGs)
- part-3

*\Windows Server 2012 R2 Member Server
-Import STIG
-V1099 (Lockout duration)

File

Checklist

VU

CK

Export

Options

Help

STIG Explorer
v STIGs

Name +
WiJ JJL JEIVEl LVis valwguasc JC&UI!LJ’ revnnean Hllplcnlclltﬂun

Firewall Security Technical Implementation Guide - Cisco
Firewall Security Technical Implementation Guide

SharePoint 2010 Security Technical Implementation Guide (STI¢
Windows Server 2008 R2 Member Server Security Technical Im
Layer 2 Switch Security Technical Implementation Guide - Ciscc

Layer 2 Switch Security Technical Implementation Guide

v Windows Server 2012/2012 R2 Member Server Security Techni
< >
Profile: | No Profile -
¥ Filter Panel
CATI « | CATI Add
@ Inclusive (+) Filter Exclusive (-) Filter
+ /- Kevword Filter

VullD &
V-1070
V-1072
V-1073
V-1074
V-1075
V-1076
V-1081
V-1089
V-1090
V-1093
V-1097
V-1098

Vv-1102
Vv-1104

thegradup.com

Rule Name
Physical security
Shared User Accounts
Unsupported Service Packs
WINO0-000100
Display Shutdown Button
System Recovery Backups
NTFS Requirement
Legal Notice Display
Caching of logon credentials
Anconymous shares are not restricted
Bad Logon Attempts

Bad Logon Counter Reset

User Right - Act as part of OS

Maximum Password Age
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VullD & Rule Name * v General Information
V-1070 Physical security :
V-1072 Shared User Accounts Windows Server 2012/2012 R2 Member Server Security
F— HnEppoHEd Setvice Padks Technical Implementation Guide :: Release: 8 Benchmark
Date: 28 Apr 2017
V-1074 WINO00-000100 ) ) ) .
Rule Title: The lockout duration must be configured to require an
V-1075 Display Shutdown Button
V-1076 System Recovery Backups v Discussion
V-1081 NTFS Requirement The account lockout feature, when enabled, prevents brute-force
V-1089 Legal Notice Display password attacks on the system. This parameter specifies the period of
o= Caché 1 dential time that an account will remain locked after the specified number of
¥: A Ol 0GR Reention failed logon attempts. A value of O will require an administrator to
V-1093 Anonymous shares are not restricted unlack the acenint
V-1097 Bad Logon Attempts ¥ Check Content
V-1098 Bad Logon Counter Reset Verify the effective setting in Local Group Policy Editor.
V-1099 Lockout Duration Run "gpedit.msc”.
i i R S Navigate to Local Computer Policy -> Computer Configuration ->
V-1104 Maximum Password Age Windowis Settinns -» Security Settinns -» Account Policies -> Arconnt
V-1105 Minimum Password Age ¥ FucText
V-1107 Password Uniqueness Configure the policy value for Computer Configuration -> Windows
V-1112 Bormant Accetnts Settings - > Security Settings -> Account Policies -> Account Lockout
v isabl & Policy -> "Account lockout duration” to "0" minutes, "Account is locked
s Disbie Gusst Account out until administrator unlocks it".
V-1114 Rename Built-in Guest Account
V-1115 Rename Built-in Administrator Account v o

eRule Title:

-The lockout duration must be configured to require an
administrator to unlock an account

-Severity: CAT Il

eDiscussion:

-The account lockout feature, when enabled, prevents brute-force
password attacks on the system. This parameter specifies the
period of time that an account will remain locked after the
specified number

eDiscussion...:

-of failed login attempts. A value of 0 will require an administrator
to unlock the account.
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eCheck Content:
-Verify the effective setting in Local Group Policy Editor.

Run "gpedit.msc".

*Check Content:

Navigate to Local Computer Policy -> Computer Configuration ->
Windows Settings -> Security Settings -> Account Policies ->
Account Lockout Policy.

eCheck Content...:

-If the "Account lockout duration" is not set to "0", requiring an
administrator to unlock the account, this is a finding.

*Fix Text:

-Configure the policy value for Computer Configuration ->
Windows Settings -> Security Settings -> Account Policies ->
Account Lockout Policy -> "Account lockout duration" to "0"
minutes,

*Fix Text....:

-"Account is locked out until administrator unlocks it".
*CClI: NIST SP 800-53 Revision 4 :: AC-7 b
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A look at DISA security technical implement guides (STIGs)

- part-4

*Firewall Security Technical Implementation Guide
*Vulnerability ID: V-3967

*Rule name: The console port does not timeout after 10 mins

STIGVIEWER WINDOW

5 DSA ST Viewer 254 N e AT .

it Options

Help

STIG Explorer
¥ 5TIGs

K Name

FEWan JELUl iy e LG i

el LAt Ut e
Layer 2 Switch Security Technical Implementation Guide - Cisce
Layer 2 Switch Security Technical Implementation Guide

SharePoint 2010 Security Technical Implementation Guide (ST
Windows Server 2008 R2 Member Server Security Technical Im
Windows Server 2012/2012 R2 Member Setver Security Techni
Firewall Security Technical Implementation Guide - Cisco

v Firewall Security Technical Implementation Guide

Profile: | No Profile -
¥ Filter Panel
Select Fifter i Add
@ Inclusive [+) Filter Exclusive (-) Filter
3= Keyword Filter

No content in table

Remove Filter{s) | Remoave All Filters

VullD Rule Name
Ve i g G P G TG ey
V-3666 Mare than one local account is defined.
V3367 The console pot does ot meoutsftes 0 mintes.
V-3869 Network element must only allow SNMP read access.
V-3882 L2TP is terminated in the private network.
V-4582 Authentication required for console access.
V-4619 Firewall is not operating on a STIG'd OS
V-5611 Management connections are not restricted,
V-5612 SSH session timeout is not 60 seconds or less.
V-5613 55H login attempts value is greater than 3.
V-5646 Devices not configured to filter and drop half-open conn...
V-5731 Perimeter is not compliant with DOD Instr. 85511
V-7011 The auxiliary port is not disabled,
V-14637 IPv6 Router Advertisements must be suppressed.
V-14643 Firewall inspection is not performed adequately
V-14644 Firewall must block loopback address
V-14646 Alerts generated at 75% log storage capacity.
V-14847 No FW log dump procedures
V-14648 FA is not informed of critical alerts.
V-14649 FW alert not written to remote conscle.
V-14653 Audit record must display violation
V-14655 Alerts must remain until acknowledged.
V-14656 FW acknowledge messages must be recorded
V-14667 Key expiration exceeds 180 days.
M AARTY AXD arn oot thoanticatod
Showing rule 26 out of 73

b )

¥ General Information

Firewall Security Technical Implementation Guide ::
Release: 22 Benchmark Date: 28 Apr 2017
Rule Title: The network devices must time out access to the
console port at 10 minutes or less of inactivity.

STIG ID: NET1624 S e 2
¥ Discussion
Terminating an idle session within a short time period reduces the is

window of oppertunity for unauthorized personnel to take control of a >
management session enabled on the console or console port that has
been left unattended. In addition guickly terminating an idle session

will also free up resources committed by the managed network device.
Setting the timeout of the session to 10 minutes or less increases the

¥ Check Content

Review the configuration and verify a session using the console port will
time out after 10 minutes or less of inactivity.

1f console access is not configured to timeout at 10 minutes or less, this is
a finding.

¥ Fix Text

Configure the timeout for idle console connection to 10 minutes or less.

»
Desktop =

5™

*General Information:

-Rule Title: The network devices must time out access to the
console port at 10 minutes or less of inactivity

-STIG ID: NET1624
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-Severity: CAT Il
eDiscussion:

-Terminating an idle session within a short time period reduces
the window of opportunity for unauthorized personnel to take
control of a management session enabled on the console or
console...

eDiscussion...:

-port that has been left unattended. In addition quickly
terminating an idle session will also free up resources committed
by the managed network device. Setting the timeout of the
session to 10 minutes

eDiscussion...:

-or less increases the level of protection afforded critical network
components

eCheck Content:

-Review the configuration and verify a session using the console
port will time out after 10 mins or less of inactivity.

-If console access is not configured to timeout at 10 minutes or
less, this is a finding.

*Fix Text:

-Configure the timeout for idle console connection to 10 minutes
or less.
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Module: 70
Comparison of CIS security benchmarks versus DISA STIGs

*Many controls are common
*Approaches are different

*Organization styles are different

FEATURE . cas | DisA_____

CONTROL GOOD EXCELLENT
COVERAGE
ORG SUITABILITY SMALL AND LARGE ORGS
MEDIUM ORGS
USER GOOD SATISFACTORY
FRIENDLINESS
UNUSABLE NO YES
TERMINOLOGY
CONTROL DETAIL GOOD SATISFACTORY
TOOLS CAT (COMMERCIAL) SCAP

(MILITARY USE)

FEATURE cis ____DisA_____

CONTROL LEVEL 1, LEVEL 2 CAT | - CAT 1l
PRIORITIZATION
TRACKING EASE CAT TOOL FREE STIG
(COMMERCIAL) VIEWER
(CHECKLIST)
FREQUENCY OF FAIR QUARTERLY
UPDATES
INDUSTRY HIGH VERY HIGH
CREDIBILITY
INDUSTRY HIGH MODERATE
ADOPTION

*How to select CIS/DISA:
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-Size of organization

-IT infrastructure extent
-Nature of business
-Security program goals

-Maturity of IT & security staff

*Rule of thumb:

-Smaller orgs use CIS

-Larger orgs use DISA

-CIS is part of Homeland Security, DISA is part of US Military

-DISA more frequently updated and maintained with wider
coverage
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Case study - Security hardening - Windows server 2012 R2

Security Hardening - Windows Server 2012 R2
Windows Server 2012 - R2
DISA, Release 8

28 April 2017

Domain Controller

STIGVIEWER WINDOW
3 DISA STIG Vizwer: 254 T e TSRS W | | S e

File Export Checklist Options Help
STIG Explorer
¥ STIGs
V-1073
CK Name &
Layor & JWILI JTOUNLY TELITICal HHRIS IS Ha U uUiaT - et || Y-1074
Layer 2 Switch Security Technical Implementation Guide V-1081
SharePoint 2010 Security Technical Implementation Guide (STI v-1002
Windows Server 2008 R2 Member Server Security Technical Im V-1102
Windows Server 2012/2012 R2 Member Server Security Techni Vv-1121
Firewall Security Technical Implementation Guide - Cisco V-1127
Firewall Security Technical Implementation Guide V-1152
v/| Windows Server 2012/2012 R2 Domain Controller Security Tec|
2| || v-1153
Profile: | Mo Profile - V2372
V-2374
¥ Filter Panel V-3337
V-3338
CATI - | CATI Add
@) Inclusive (+) Filter Exclusive (-} Filter V-3339
+ - Keyword Filter V3340
- CATI CATI UEEE
V-3344
V-3379

General Information:

Vul ID

Rule Name I
Unsupported Service Packs 5
‘WIN00-000100
NTFS Requirement
Anonymous shares are not restricted
User Right - Act as part of OS
FTP System File Access
Restricted Administrator Group Me...
Anonymous Access to the Registry
LanMan Authentication Level
Reversible Password Encryption
Disable Media Autoplay
Anonymous SID/Name Translation
Anonymous Access to Named Pipes
Remotely Accessible Registry Paths
Anonymous Access to Network Sha...
Remote Assistance - Solicit Remote ...
Limit Blank Passwaords

LAN Manager Hash stored

¥ General Information

L UN-an{IH Autoplay must be disabled for all drives. &
STIG ID: WN12-CC-000074 .
Severity: CATI
Rule ID: SV-52879r2_rule
Class:  Unclass
Vuln ID: V-7374 e

¥ Discussion

Allowing Autoplay to execute may introduce malicious code to a
system. Auteplay begins reading from a drive as soon media is inserted
into the drive. As a result, the setup file of programs or music on audio
media may start. By default. Autoplay is disabled on removable drives,
such as the flannu disk drive (hut nat the CN-ROM driva) and an

¥ Check Content

If the following registry value does not exist or is not configured as
specified, this is a finding:

Registry Hive: HKEY_LOCAL_MACHINE
Renistre Path-

¥ Fix Text

Configure the policy value for Computer Configuration -> Administrative

Templates -> Windows Components -> AutoPlay Policies -> "Turn off

Avrballa® $n "Coahlnd Al Pioast

Rule Title: Autoplay must be disabled for all drives

STIG ID: WN12-CC-000074

Severity: CAT |

Discussion:

Allowing Autoplay to execute may introduce malicious code to a
system. Autoplay begins reading from a drive as soon media is
inserted into the drive. As a result, the setup file of programs or
music on audio media may start. By default, Autoplay is disabled
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on removable drives, such as the floppy disk drive (but not the
CD-ROM drive) and on network drives. Enabling this policy
disables Autoplay on all drives....

Check Content:

If the following registry value does not exist or is not configured
as specified, this is a finding:

Registry Hive: HKEY _LOCAL MACHINE
Registry Path: \SOFTWARE\Microsoft\Windows\CurrentVersion\
policies\Explorer\

Value Name: NoDriveTypeAutoRun

Type: REG_DWORD
Value: 0x000000ff (255)

Fix Text:

Configure the policy value for Computer Configuration ->
Administrative Templates -> Windows Components -> AutoPlay
Policies -> "Turn off AutoPlay" to "Enabled:All Drives".

CCI (Control Correlation Identifier):

CCl: CCI-001764

The information system prevents program execution in
accordance with organization-defined policies regarding software
program usage and restrictions and/or rules authorizing the terms
and conditions of software program usage.

NIST SP 800-53 Revision 4 :: CM-7 (2)
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case study - security hardening - Linux server

Case Study Security Hardening - Linux

CIS Red Hat Enterprise Linux 7 Benchmark

v2.1.1-01-31-2017

- January 31, 2017
« 347 pages PDF doc

5.2.2 (page 258); Ensure SSH Protocol is set to 2 (Scored)
Profile applicability:

Level 1, Server
Level 1, Workstation

Description: SSH supports 2 different and incompatible
protocols: SSH1 and SSH2. SSH1 was the original protocol & was
subject to security issues. SSH2 is more advanced and secure.

Rationale: SSH v1 suffers from insecurities that do not affect SSH
V2.
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Audit: Run the following command and verify that output
matches:

# grep "~ Protocol" /etc/ssh/sshd_config Protocol 2

Remediation: Edit the /etc/ssh/sshd_config file to set the
parameter as follows:

Protocol 2
Critical Controls: 3.4

« Use Only Secure Channels For Remote System
Administration

« Perform all remote administration of servers, workstation,
network devices, and similar equipment over secure
channels. Protocols such as telnet, VNC, RDP, or others that
do not actively support strong encryption

« should only be used if they are performed over a secondary
encryption channel, such as SSL, TLS or IPSEC.
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case study - security hardening - Solaris server

Security Hardening - Case Study - Solaris

STIGVIEWER WINDOW

) DISA STIG Viewer: 25.4 - R S et M - - =100

File Export Checklist Options Help

STIG Explorer

v STIGs VulID Rule Name + | v General Information
V-770 GENDO0560 :
CK Name :
Layet 2 SWILI SELUIILY |2l iLar LA e e Jtide V-847 GEN005080 SOLARIS 10 X86 SECURITY TECHNICAL
SharePaint 2010 Security Technical Implementation Guide (STI V-848 GENOD5100 IMPLEMENTATION GUIDE :: Release: 18 Benchmark
Windows Server 2008 R2 Member Server Security Technical Im V010 GENDOL640 Date: 28 Apr 2017
Windows Server 2012/2012 R2 Member Server Security Technii v-a22 GENODZ220 e
Firewall Security Technical Implementation Guide - Cisco 7 " "
v-993 GENOO3300 1f an account is configured for password authentication but does not
rey ity Te 3 1k tation Gui g . .
Hicel Jecty techncimplementalion ande V-1013 GEND02500 have an assigned password, it may be possible ta log into the account
indows Server 2012/ in Controlk ity Tecl i icati i i
2 Windows Server 2012/2012 R2 Domain Contraller Security Tedl V1046 GENOOL100 without authentication. If the root user is conﬂ.gured without a
(V| SOLARIS 10 X86 SECURITY TECHNICAL IMPLEMENTATION GUI pnenmorrlthe ot curinmmate houspmecomice Abanurnnacenniote
=L i W | Rl GENDDE640 ¥ Check Content
V-4248 GEN008660 ¥
Profile: | No Profile - Verify no accounts have blank passwords.
V-4249 GENDOBT00
¥ Fitter Panel V-4255 GENOO520 # logins -p
V-4295 GEND05300
CATI v | CATI Add v Fix Text
V-4382 GEN004220

@ Inclusive (+) Filter | Exclusive (-} Filter
e Keyword Filter
= — T V-4300 GEN005380

Remove, lock, or configure a password for any account with a blank

V-4387 GEND03000 password.

uoagoT LGN ER

General Information:

Rule Title: All shell files must have mode 0755 or less permissive
STIG ID: GEN002220

Severity: CAT |

Discussion:

Shells with world/group-write permissions give the ability to
maliciously modify the shell to obtain unauthorized access.

© Virtual University of Pakistan & thegradup.com 195


https://thegradup.com

CS205 VU

Check Content:

If /etc/shells exists, check the group ownership of each shell
referenced.
# cat /etc/shells | xargs -n1 Is -IL

Otherwise, check any shells found on the system.
# find / -name "*sh" | xargs -n1 Is -IL

If a shell has a mode more permissive than 0755, this is a finding
Fix Text:

Change the mode of the shell
# chmod 0755 <shell>

CCI (Control Correlation Identifier):

CCI-000225

The organization employs the concept of least privilege, allowing
only authorized accesses for users (and processes acting on
behalf of users) which are necessary to accomplish assigned tasks
in accordance with organizational missions and business functions

NIST SP 800-53 :: AC-6
NIST SP 800-53A :: AC-6.1
NIST SP 800-53 Revision 4 :: AC-6
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case study - security hardening - Apache server

Case Study Security Hardening - Apache

CIS Benchmarks case study (Apache Tomcat 7)

CIS Apache Tomcat 7 Benchmark

v1.1.0 - 04-26-2016

April 26, 2016
94 pages PDF doc

7.7 (page 65); Configure log file size limit (Scored)
Profile applicability:
Level 2

Description: By default, the logging.properties file will have no
defined limit for the log file size. This is a potential denial of
service attack as it would be possible to fill a drive or partition
containing the log files

Rationale: Establishing a maximum log size that is smaller than
the partition size will help mitigate the risk of an attacker
maliciously exhausting disk space
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Audit: Validate the max file limit is not greater than the size of the
partition where the log files are stored.

Remediation: Create the following entry in your
logging.properties file. This field is specified in bytes:

java.util.logging.FileHandler.limit=10000
Default Value: No limit by default
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case study - security hardening - Oracle Solaris server

Security Hardening - Case Study - Oracle

« Oracle Database 12c
« DISA, Release 18

= 28 April 2017
STIGVIEWER WINDOW

(S DISA STIG Viewer : 254 e Nl e T~~~ I it i 1‘

File Export Checklist Options Help

STIG Explorer
¥ STIGs
V-61409
K Name +
SUBIEFUINL 2ULU JECUTILY TECTIIeal HTPISTIE E O UUiae (31 v-61411
Windows Server 2008 R2 Member Server Security Technical Im V-61413
Windows Server 2012/2012 R2 Member Server Security Technic V-61415
Firewall Security Technical Implementation Guide - Cisco V-61417
Firewall Security Technical Implementation Guide V-61419
Windows Server 2012/2012 R2 Domain Controlier Security Tec! V-61471
SOLARIS 10 X86 SECURITY TECHNICAL IMPLEMENTATION GUI
i V-61425
' Oracle Database 12c Security Technical Implementation Guide
" ¥ V-61427
V-61429
Profile: | No Profile -
V-61431
¥ Filter Panel V-61433
V-61435
CATI ~ | CATI Add
@ Inclusive (+) Filter Exclusive (-) Filter Vealaan
e Kepvenl Filter Viblia
V-61441
W-61443
V-61445

General Information:

Rule Name
SRG-APP-000516-DB-999300
SRG-APP-000516-DE-999900
SRG-APP-000516-DB-999900
SRG-APP-000516-DB-999300
SRG-APP-000516-DB-999300
SRG-APP-000516-DB-999900
SRG-APFP-000516-DB-999300
SRG-APP-000516-DB-999300
SRG-AFP-000516-DB-999900
SRG-APP-000516-DB-999900
SRG-APP-000516-DB-999300
SRG-APP-000516-DB-999900
SRG-APP-000516-DB-999300
SRG-APP-000516-DB-999900
SRG-APP-000516-DB-999300
SRG-AFP-000516-DB-999900
SRG-AFP-000516-DB-999300
SRG-APP-000516-DB-999900

¥ General Information

Oracle Database 12c Security Technical Implementation
Guide :: Release: 7 Benchmark Date: 28 Apr 2017

Rule Title: Audit trail data must be retained for at least one year.

CTIA TRL MO DR AT TAN
¥ Discussion

Without preservation, a complete discovery of an attack or suspicious
activity may not be determined. DBMS audit data also contributes to th
complete investigation of unauthorized activity and needs to be includ
in audit retention plans and procedures.

¥ Check Content
Review and verify the implementation of an audit trail retention policy.
Verify that audit data is maintained for a minimum of one year.

If andit data is not maintained far a minimim of nna vear thicis a

¥ Fix Text

Develop, document and implement an audit retention policy and
procedures.

Rule Title: The Oracle Listener must be configured to require

administration authentication

STIG ID: 0121-BP-022700
Severity: CAT |

Discussion:
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Oracle listener authentication helps prevent unauthorized
administration of the Oracle listener. Unauthorized administration
of the listener could lead to DoS exploits; loss of connection audit
data, unauthorized reconfiguration or other unauthorized access.
This is a Category | finding because privileged access to the
listener is not restricted to authorized users. Unauthorized access
can result in stopping of the listener (DoS) and overwriting of
listener audit logs.

Check Content:

If a listener is not running on the local database host server, this
check is not a finding

For Windows hosts, view all Windows services with TNSListener
embedded in the service name

The service name format is:
Oracle[ORACLE_ HOME_NAME]TNSListener
View the STIGVIEWER for Unix hosts...

Fix Text:

By default, Oracle Net Listener permits only local administration
for security reasons. As a policy, the listener can be administered
only by the user who started it. This is enforced through local
operating system authentication.

For example, if userl starts the listener, then only userl can
administer it. Any other user trying to administer the listener gets
an error. The super user is the only exception.

Remote administ. of the listener must not be permitted. If listener
administ. from a remote system is required, granting secure
remote access to the Oracle DBMS server and performing local
administration is preferred.

© Virtual University of Pakistan z thegradup.com

VU

200


https://thegradup.com

CS205

CCI (Control Correlation Identifier):

CCl: CCI-000366
The organization implements the security configuration settings.

NIST SP 800-53 :: CM-6 b
NIST SP 800-53A :: CM-6.1 (iv)
NIST SP 800-53 Revision 4 :: CM-6 b
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case study - security hardening - MS SQL server

Case Study Security Hardening - MS SQL
« CIS Benchmarks case study (MS SQL Server 2012)

CIS Microsoft SQL Server 2012 Benchmark

v1.3.0 - 09-30-2016

- September 30, 2016
- 73 pages PDF doc

2.14 Ensure 'sa' Login Account has been renamed
(Scored)

Profile applicability:
Level 1 database engine

Description: The sa account is a widely known and often widely
used SQL Server account with sysadmin privileges.

Rationale: It is more difficult to launch password-guessing and
brute-force attacks against the sa account if the username is not
known.

Audit: Use the following syntax to determine if the sa account is
renamed:
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SELECT name
FROM sys.server _principals WHERE sid = 0x01;
A name of sa indicates the account has not been renamed

Remediation: Replace the different_user value within the below
syntax and execute rename the sa login:

ALTER LOGIN sa WITH NAME = <different_user>;

Impact: It is not a good security practice to code applications or
scripts to use the sa account However, if this has been done
renaming the sa account will prevent scripts and applications for
authenticating to the database server and executing required
tasks or functions.

Default Value: By default, the 'sa‘ account name is 'sa’

References: https://msdn.microsoft.com/en-us/library/
ms144284(v=sql.110).aspx (Choose An Authentication Mode)
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case study - security hardening - Oracle DB server

Security Hardening - Case Study - Oracle

Oracle database 11.29
DISA, Release 11

28 April 2017
STIGVIEWER WINDOW

(%) DISA STIG Viewer: 254

File  Export st Options  Help

T e e I TR e, w— . A AR i

STIG Explorer
¥ STIGs

K Name & \oas
WHITIUUWS SETVET ZUUG 1\ WISHTUET JEIVET Secdriyy recnear i, | | -52133
Windows Server 2012/2012 R2 Member Server Security Technii V52135
Firewall Security Technical Implementation Guide - Cisco V-52137
Firewall Security Technical Implementation Guide V-52141
Windows Server 2012/2012 R2 Domain Controller Security Tecl V-52143
SOLARIS 10 X86 SECURITY TECHNICAL IMPLEMENTATION GUI V-52145
V-52147
'\f Oracle Database 11.2g Security Technical Implementation Gulfi x V-52149
Profile: | No Profile - Vst
V-52153
¥ Filter Panel V-52135
caTl v | cati Add Ve
@ Inclusive (+) Filter Exclusive (-) Filter G
Y Keyword Filter Vsziel
V-52163
V-52165
V-52167

General Information:

Vul ID Rule Name
SRG-APP-000063-DB-000021
SRG-APP-000201-DB-000145
SRG-APP-000220-DB-000149
SRG-APP-000221-DB-000150
SRG-APP-000226-DB-000147
SRG-APP-000231-DB-000154
SRG-APP-000232-DB-000155
SRG-APP-000233-DB-000124
SRG-APP-000234-DB-000157
SRG-APP-000100-DB-000201
SRG-APP-000237-DB-000158
SRG-APP-000101-DB-000044
SRG-APP-000243-DB-000128
SRG-APP-000103-DB-000050
SRG-APP-000245-DB-000132
SRG-APP-000104-DB-000051
SRG-APP-000251-DB-000160
SRG-APP-000108-DB-000048

¥ General Information

Oracle Database 11.2g Security Technical
Implementation Guide :: Release: 11 Benchmark Date: 28
Apr 2017

Rule Title: DBA OS accounts must be granted only those host

¥ Discussion

This requirement is intended to limit exposure due to operating from
within a privileged account or rele. The inclusion of role is intended to
address those situations where an access control policy, such as Role
Based Access Control (RBAC), is being implemented and where a
rhanna nf rnls nravides the same denaree nf assurance in the channe nf

¥ Check Content

Review host system privileges assigned to the Oracle DBA group and
all individual Oracle DBA accounts.

Note: Do not include the Oracle software installation account in any
recilts far this rhark

v Fix Text

Revoke all host system privileges from the DBA group accounts and
DBA user accounts not required for DBMS administration.

Rule Title: The Oracle REMOTE_OS_ROLES parameter must be set

to FALSE.
STIG ID: O112-BP-022000
Severity: CAT |
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Discussion:

Setting REMOTE_OS ROLES to TRUE allows operating system
groups to control Oracle roles. The default value of FALSE causes
roles to be identified and managed by the database.

If REMOTE_OS_ROLES is set to TRUE, a remote user could
impersonate another operating system user over a network
connection.

Check Content:

From SQL*Plus:
select value from v$parameter where name = 'remote_os_roles’;

If the returned value is not FALSE or not documented in the
System Security Plan as required, this is a Finding

Fix Text:
Document remote OS roles in the System Security Plan.
If not required, disable use of remote OS roles.

From SQL*Plus:
alter system set remote_os roles = FALSE scope = spfile;

Fix Text:

The above SQL*Plus command will set the parameter to take
effect at next system startup

CCI (Control Correlation Identifier):

CCI: CCI-000366

The org implements the security configuration settings.
NIST SP 800-53 :: CM-6 b

NIST SP 800-53A :: CM-6.1 (iv)

NIST SP 800-53 Revision 4 :: CM-6 b
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Module: 78
Case study security hardening - Windows 8 Workstation

Case Study Security Hardening - Windows 8

CIS Benchmarks case study (Windows 8.1)

CIS Microsoft Windows 8.1 Workstation

Benchmark

v2.2.1-01-31-2017

January 31, 2017
891 pages PDF doc

18.9.70.3 Ensure 'Automatically send memory dumps for OS-
generated error reports' is set to 'Disabled' (Scored)

Profile applicability:
Level 1

Level 1 + BitLocker

18.9.70.3 Ensure 'Automatically send memory dumps for OS-
generated error reports' is set to 'Disabled' (Scored)

Description: This policy setting controls whether memory dumps
in support of OS-generated error reports can be sent to Microsoft
automatically. This policy does not apply to error reports
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generated by 3rd-party products, or additional data other than
memory dumps.

The recommended state for this setting is: Disabled.

Rationale: Memory dumps may contain sensitive information
and should not be automatically sent to anyone.

Audit: Navigate to the Ul Path articulated in the Remediation
section and confirm it is set as prescribed. This group policy
setting is backed by the following registry location:

HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windows\
Windows Error Reporting:AutoApproveOSDumps

Remediation: To establish the recommended configuration via
GP, set the following Ul path to Disabled:

Computer Configuration\Policies\Administrative Templates\
Windows Components\Windows Error Reporting\Automatically
send memory dumps for OS-generated error reports

Impact: All memory dumps are uploaded according to the default
consent and notification settings

Default Value: Enabled. (Any memory dumps generated for error
reports by Microsoft Windows are automatically uploaded, without
notification to the user.)
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References:
CCE-33927-5
Critical Controls:

13 Data Protection
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